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maintains transparency on our progress and milestones and welcomes any further questions or discussion
around this work. Contact your sales representative, email Tanium Support at support@tanium.com, or email
accessibility@tanium.com to make further inquiries.
Tanium is a trademark of Tanium, Inc. in the U.S. and other countries. Third-party trademarks mentioned are
the property of their respective owners.
© 2021 Tanium Inc. All rights reserved.
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Tanium Core Platform Servers overview
This guide describes requirements and procedures for installing the following Tanium™ Core Platform
servers on customer-provided Windows infrastructure.
l

Tanium™ Server

l

Tanium™ Module Server

l

Tanium™ Zone Server (including the Tanium™ Zone Server Hub)

Tanium infrastructure types
Tanium Core Platform servers support the following infrastructure options:
l

l

Hardened physical or virtual Tanium Appliance (recommended): See the Tanium Appliance
Installation Guide.
Windows installation on customer-provided hardware, as described in this guide.

Tanium Server
The Tanium Server is the server that communicates with Tanium™ Clients, other Tanium Core Platform
servers, and the content.tanium.com servers that host Tanium content packs. Tanium Clients
communicate with the Tanium Server directly or through a Tanium Zone Server that acts as a proxy. The
Tanium Server also runs the Tanium™ Console and API services.
You can install the Tanium Server on a dedicated host that is separate from the Tanium Module Server and
database server, or on an all-in-one host that all three servers share. Use a dedicated host for enterprise
production and lab environments (see Tanium Core Platform topology on page 12); the all-in-one
architecture is just for proof-of-concept deployments.
You can deploy two Tanium Servers in an active-active high availability (HA) cluster to ensure continuous
availability in the event of an outage or scheduled maintenance. HA deployments have the following
characteristics:
Tanium Client connections
Tanium Clients use a Tanium Server list to automatically find a backup server if the primary Tanium
Server assigned to them is unavailable.
Tanium Zone Server connections
You can configure failover connections from the Tanium Servers through Zone Server Hubs to HA
Zone Servers. This ensures that both Zone Servers can continue serving Tanium Clients if one Tanium
Server goes down. For details, see Zone Server High Availability on page 10.
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Shared database
Tanium Servers in an HA cluster read and write to one shared database. Each server creates an entry
for itself in the tanium database that identifies it to the other servers in the cluster. Follow database
administration best practices to ensure availability of the database server and to ensure that the
Tanium databases and related database objects are backed up routinely.
Tanium Console
Each HA cluster member has a Tanium Console with its own URL.
Tanium™ solution modules
The modules are installed on a Tanium Module Server that all the Tanium Servers in an HA cluster
share. However, to make the modules available in all the Tanium Servers, you must import the
modules through the Tanium Console of each cluster member. The Module Server does not support
HA.
HA cluster communication
Each Tanium Server passes Tanium messages (such as answers to questions) and package files to the
other HA cluster members over port 17472. When you upload package files to a Tanium Server, it
automatically synchronizes the files to the other HA cluster members.
Note: HA clustering is not required to scale Tanium capacity or improve performance. You can
resize the host system hardware and operating systems of standalone Tanium Core Platform
servers to meet your capacity and performance requirements. For details, see Reference: Host
system sizing guidelines.

To install a standalone (non-HA) Tanium Server on a dedicated Windows Server host, see Installing Tanium
Server. To install Tanium Servers in an HA deployment, see Installing the Tanium Server in an active-active
HA cluster.

Tanium Module Server
The Tanium Module Server runs application services and stores files for Tanium solution modules, such as
Tanium™ Patch. Tanium users can use the Tanium Console to manage and use solution modules. The
Module Server communicates directly only with the Tanium Server. Endpoints receive packages through the
Tanium Server or Zone Server.
In production deployments, you install the Module Server on a dedicated host (not shared with the Tanium
Server) to prevent intentional or accidental scripts from having a direct impact on the Tanium Server. For
the procedure, see Installing Tanium Module Server.
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Note: In a limited proof-of-concept (POC) deployment only, you can install the Module Server and
Tanium Server on the same host.

Tanium Zone Server
In Tanium deployments, Tanium Clients initiate connections with the Tanium Server. However, enterprise
network security policies typically do not allow endpoints that reside in an external, untrusted network to
initiate connections to resources such as the Tanium Server that reside in a trusted, internal network. To
enable the Tanium Server to manage external endpoints, deploy one or more Tanium Zone Servers in your
DMZ to proxy communication from the external endpoints. For the procedure, see Installing the Tanium
Zone Server.
The following figure illustrates Zone Server communication. The Zone Server is installed as a service on a
device in the DMZ. It communicates with the Tanium Server through a Tanium Zone Server Hub process
that you install on a host computer in the internal network, typically the Tanium Server host computer. You
configure Tanium Clients on external endpoints to register with the Zone Server as if it were the primary
Tanium Server.
Figure 1: Zone Server deployment

*By default, the Zone Server uses the same port (17472 by default) for traffic from Zone Server Hubs and
Tanium Clients. However, as a best practice to improve the security of the Zone Server, configure separate
ports for the hubs and clients (see Configure ports for traffic from Zone Server Hubs and Tanium Clients).

Zone Server Caching
To optimize Tanium system performance, the Zone Server caches action package files and files requested
through the Tanium Client API. It provides these resources to Tanium Clients without having to re-request
them from the Tanium Server. If necessary to prevent over-consumption of disk space on the Zone Server,
you can configure a maximum cache size. In deployments where the Zone Server Hub runs on the Tanium
Server host, the hub does not have its own cache but uses the Tanium Server cache. If the hub is on a
dedicated host, you must enable the cache on the hub. To configure the cache on the Zone Server or hub,
see Manage caching on the Zone Server and Zone Server Hub.
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Zone Server High Availability
You can deploy two Zone Servers and two Zone Server Hubs in an active-active HA configuration to ensure
continuous availability in the event of an outage or scheduled maintenance. The following figure illustrates
a deployment that has HA pairs of Tanium Servers, Zone Server Hubs, and Zone Servers. In this example,
the Zone Server Hubs run locally on the Tanium Servers.
Figure 2: Zone Server HA deployment

The following connections (matching the numbers in Figure 2) ensure continuous availability in this
deployment:
1

Each Zone Server Hub connects to a single Tanium Server.

2

Each Zone Server Hub connects to both Zone Servers.
In Tanium Core Platform 7.4, you can configure the HubPriorityList setting on each Zone Server to specify the
preferred Zone Server Hub from which the server receives Tanium Client content (such as sensor definitions,
configuration information, and action package files). In deployments with multiple Zone Servers and hubs,
configuring the HubPriorityList is a best practice to ensure that each Zone Server receive content from its
closest hub. Configuring this setting also optimizes hub usage by ensuring that each hub serves one Zone
Server instead of one hub servicing both servers. For the steps, see Installing the Tanium Zone Server.
In Figure 2, the HubPriorityList on Zone Server 1 (zs1.example.com) specifies Zone Server Hub 1
(ts1.example.com). Therefore, as long as ts1.example.com is available, zs1.example.com receives client
content only from that hub. In the figure, solid lines indicate the connections when the priority hub is
available. If the priority hub goes down, the Zone Server receives client content from the other hub; in the
figure, dotted lines indicate the failover connections.
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3

Tanium Clients register through both Zone Servers so that both Tanium Servers can manage the clients. The
Tanium Servers synchronize with each other to ensure active-active availability.
Note: The Zone Servers do not perform HA synchronization, and neither do the hubs.

An HA deployment ensures that you can continue managing endpoints if one Tanium Server or Zone Server,
or one of each, goes down. In this example, if Tanium Server 1 (ts1.example.com) goes down, Zone Server
Hub 2 forwards Tanium Client content from Tanium Server 2 (ts2.example.com) to Zone Server 1
(zs1.example.com), which can therefore continue serving clients. The following figure illustrates this
scenario.
Figure 3: Tanium Server failover in an HA deployment

If Zone Server 1 goes down in this example, Zone Server 2 (zs2.example.com) continues receiving Tanium
Client content from its priority hub, Zone Server Hub 2 (ts2.example.com). The connection from Zone
Server Hub 1 (ts1.example.com) to zs2.example.com remains a standby connection as long as
ts2.example.com is available. The following figure illustrates this scenario.
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Figure 4: Zone Server failover in an HA deployment

IMPORTANT: When using the Tanium Core Platform to manage external endpoints, be mindful that
they might not have the same access to internal resources as internal endpoints. Target actions so
that Tanium Clients on external endpoints do not attempt to access resources on the internal
network, such as an Active Directory server.

Tanium Core Platform topology
In an enterprise production deployment, the Tanium Server, Tanium Module Server, and database server
must reside on separate hosts, as the following figure illustrates. In a proof-of-concept (POC) deployment,
these three servers reside on the same host. However, the POC architecture is intended for demonstration
purposes only and does not support enterprise deployments. As a best practice, use the production
environment architecture for the enterprise lab environment that you use to qualify software upgrades and
test content solutions. The following figure illustrates a production or lab deployment in an HA
configuration.
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Figure 5: Enterprise production or enterprise lab deployment

*By default, the Zone Server uses the same port (17472 by default) for traffic from Zone Server Hubs and
Tanium Clients. However, as a best practice to improve the security of the Zone Server, configure separate
ports for the hubs and clients (see Configure ports for traffic from Zone Server Hubs and Tanium Clients).
For the topology of deployments that use a proxy server between Tanium Core Platform servers and
external servers, see Tanium Console User Guide: Configuring proxy server settings.
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Requirements
This topic summarizes the requirements for installing Tanium Core Platform servers.
Note: For the host system requirements of the Tanium Client, see Tanium Client User Guide:
Requirements.

Installation package and license files
Tanium provides the following installation package files and license file required to install the Tanium
Server, Tanium Module Server, and Tanium Zone Server:
l

SetupServer.exe

l

SetupModuleServer.exe

l

SetupZoneServer.exe

l

tanium.license

The installation package for each of these three servers must have the same build number (for example, all
must have build number 7.4.4.1362). To complete the procedures in this guide, be sure you can copy these
files to, and between, the host computers.
The license is bound to the hostname you assign to the Tanium Server. In high availability (HA)
deployments, the license must specify the hostnames of both Tanium Servers. Contact Tanium Support on
page 62 if the server hostnames change.

Server version and host system requirements
Table 6 summarizes basic requirements for Tanium Core Platform and database servers that are installed on
customer-provided Windows infrastructure. For detailed version specifications and sizing guidelines, see
Reference: Host system resource guidelines on page 73.
Tanium solutions (modules and shared services) might have additional requirements for Tanium Core
Platform servers. Table 7 provides links to the user guide sections that list these requirements.
Note: The Standard, Enterprise, and Datacenter editions of the following Windows Server platforms
are supported. The Server Core and Nano Server options are not supported.
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Table 6: Server hardware and software requirements
Server

Hardware

Tanium Server

CPU cores: 8 to 80
Memory: 32 to 512 GB
Disk: 250 GB to 3 TB

Database Server

Operating System

CPU cores: 4 to 32
Memory: 8 to 48 GB
Disk: 150 GB to 750 GB
Database size: 20 GB to 500 GB
Disk array IOPS: 100 to 1000

l

Windows Server 2019

l

Windows Server 2016

l

Windows Server 2012 R2

l

Windows Server 2012

l

Windows Server 2019

l

Windows Server 2016

l

Windows Server 2012 R2

l

Windows Server 2012

Software
A web browser is required to use Tanium
Console: see Tanium Console User Guide:
Web browser requirements.

l

l

Tanium Zone Server

CPU cores: 8 to 80
Memory: 32 to 512 GB
Disk: 150 GB to 300 GB

CPU cores: 8 to 80
Memory: 16 to 256 GB
Disk: 250 GB to 3 TB

l

Windows Server 2019

l

Windows Server 2016

l

Windows Server 2012 R2

l

Windows Server 2012

l

Windows Server 2019

l

Windows Server 2016

l

Windows Server 2012 R2

l

Windows Server 2012

Microsoft SQL Server 2017 (Tanium
7.2 and later)

l

Microsoft SQL Server 2016

l

Microsoft SQL Server 2014

l

Microsoft SQL Server 2012

l

Tanium Module
Server

Microsoft SQL Server 2019 (Tanium
7.2 and later)

PostgreSQL Server 9.5 and later
(Requirements on page 14 for
guidance on host computer
specifications and PostgreSQL Server
version specifications.)

Click the links in the following table to see the minimum Tanium Core Platform version (Tanium
dependencies) and other platform server requirements for each Tanium solution:
Table 7: Solution-specific requirements for Tanium Core Platform servers
Product

Tanium Dependencies

Server Requirements

Asset

Tanium dependencies

Tanium Module Server

Client Management

Tanium dependencies

Tanium Module Server

Comply

Tanium dependencies

No additional requirements

Connect

Tanium dependencies

Tanium Module Server

Deploy

Tanium dependencies

Tanium Server and Module Server

Direct Connect

Tanium dependencies

Tanium Module Server
Zone proxy server requirements

Discover

Tanium dependencies
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Table 7: Solution-specific requirements for Tanium Core Platform servers (continued)
Product

Tanium Dependencies

Server Requirements

Endpoint Configuration

Tanium dependencies

Tanium Module Server

End-User Notifications

Tanium dependencies

Tanium Module Server

Enforce

Tanium dependencies

No additional requirements

Health Check

Tanium dependencies

Tanium Module Server

Impact

Tanium dependencies

Tanium Module Server

Incident Response

Tanium dependencies

No additional requirements

Integrity Monitor

Tanium dependencies

No additional requirements

Interact

Tanium dependencies

No additional requirements

Map

Tanium dependencies

Tanium Module Server

Network Quarantine

Tanium dependencies

Tanium Module Server

Patch

Tanium dependencies

Tanium Server and Module Server computer resources

Performance

Tanium dependencies

No additional requirements

Protect

Tanium dependencies

Tanium Module Server

Reputation

Tanium dependencies

Tanium Module Server

Reveal

Tanium dependencies

Tanium Module Server

Threat Response

Tanium dependencies

Tanium Module Server

Trends

Tanium dependencies

Tanium Module Server

Tanium Core Platform server and client compatibility
Tanium Clients can connect only to Tanium Core Platform servers (Tanium Server, Tanium Module Server,
and Tanium Zone Server) that run the same Tanium™ Protocol version as the clients or a later version than
the clients. Servers and clients at version 7.3 or earlier run Tanium Protocol 314. Servers and clients at
version 7.4 or later run Tanium Protocol 315. Effectively, this means that servers are backward-compatible
with earlier clients; for example, servers at version 7.4 support Tanium Client 7.2, but Tanium Client 7.4
cannot connect to servers at version 7.2.
Note: For details about the Tanium Protocol, see Tanium Core Platform Deployment Reference
Guide: Overview of TLS in the Tanium Core Platform.
The release numbers for Tanium Core Platform servers and Tanium Clients have the format <major
release>.<minor release>.<point release>, such as 7.4.4. Clients can connect to the servers when their major
and minor release numbers match regardless of whether the point release numbers match. For example,
Tanium Client 7.4.4 can connect to Tanium Server 7.4.2.
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Best Practice:
l To ensure that all the features and fixes in a release are available to Tanium Core Platform
servers and Tanium Clients, upgrade both to the same major, minor, and point release.
l

Do not install the Tanium Client on the same host as a Tanium Core Platform server. If you
choose to install the client on Tanium Core Platform server machines, you must take
precautions to prevent these servers from being targeted in endpoint actions that might be
disruptive to the Tanium environment, and to prevent unauthorized users from accessing the
servers as endpoints. You cannot install the client on a Tanium Appliance, and you cannot use
Tanium Client Management to install the client on the Tanium Module Server.

Internet access, network connectivity, and firewall
Tanium components use TCP/IP to communicate over IPv4 and IPv6 networks. Tanium Core Platform 7.2
and earlier supports only IPv4. Requirements on page 14 if you need IPv6 support in version 7.3 or later. You
must work with your network administrator to ensure that the Tanium components are provisioned with IP
addresses and can use DNS to resolve host names.
During installation and ongoing operations, the Tanium Server and the web browser that you use to access
the Tanium Console must connect to https://content.tanium.com to import updates to Tanium
Core Platform components and modules. The Tanium Server might need to connect to additional URLs
based on the components you import. For a list of the required URLs, see Tanium Core Platform
Deployment Reference Guide: Internet URLs required.
The Tanium Server must be able to connect to the Tanium database server and Module Server. In an
HA deployment, the Tanium Servers must be able to connect to each other over a reliable Ethernet
connection. All these connections require a minimum throughput of 1 Gbps and a maximum round-trip
latency of 30 ms.
If your enterprise network environment requires outbound Internet connections to traverse a proxy server,
you can configure the proxy settings as described under Tanium Console User Guide: Configuring proxy
server settings.
Table 8 summarizes the Tanium processes and default values for ports used in Tanium Core Platform
communication. Host and network firewalls might require configuration to allow the specified processes to
send and receive TCP data over the listed ports. The Tanium installer opens required ports in the Windows
host firewall. You must work with your network security administrator to ensure the platform components
can communicate through any security barriers (such as firewalls) in their communication path. For a
detailed explanation, see Tanium Core Platform Deployment Reference Guide: Network ports.
Best Practice: Configure firewall policies to open ports for Tanium traffic with TCP-based rules
instead of application identity-based rules. For example, on a Palo Alto Networks firewall, configure
the rules with service objects or service groups instead of application objects or application groups.
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Your security administrator might also need to create rules to exempt or exclude Tanium processes that run
on the host computers from blocking by antivirus or processing by encryption or other security and
management stack software. For details, see Tanium Core Platform Deployment Reference Guide: Host
system security exceptions.
Table 8: Network communication ports for the Tanium Core Platform
Component

Process

Inbound Port

Destination Port

Tanium Server

TaniumReceiver.exe

443, 17472

80, 443, 1433 or 5432, 17472
(HA), 17477

SQL Server or PostgreSQL
Server

Sqlservr.exe or postgres.exe

1433 or 5432

Tanium Module Server

TaniumModuleServer.exe

17477

Tanium Zone Server

TaniumZoneServer.exe

*17472

Tanium Zone Server Hub

TaniumZoneServer.exe

Tanium Client

TaniumClient.exe

17472

Unmanaged endpoint

Client Deployment Tool platform-specific
methods (during deployment only)

22, 135, 445

80, 443

*17472
*17472

*As a best practice to improve the security of the Zone Server, configure separate ports for traffic from Zone Server Hubs and Tanium Clients.

The following figure illustrates how the Tanium Core Platform uses these ports in an HA deployment on
Windows infrastructure.
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Figure 9: Network communication ports

SSL/TLS certificates
SSL/TLS certificate and key exchanges secure connections to the Tanium™ Console or Tanium™ API, as well
as connections between the Tanium Server and Tanium Module Server. When you run the server
installation wizards, they prompt you to generate a self-signed certificate or specify the location of a
certificate that was issued by a commercial certificate authority (CA) or your own enterprise CA. As a best
practice to facilitate troubleshooting, use the self-signed certificates during initial installation and replace
them with CA-issued certificates later. This practice enables you to separate potential installation issues
from TLS connection issues. For details, see Tanium Core Platform Deployment Reference Guide: Securing
Tanium Console, API, and Module Server access.

Administrator account permissions
Work with your Microsoft Active Directory (AD) administrator to provision the accounts needed during
Tanium Core Platform installations or upgrades and for post-installation or post-upgrade activities.
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Administrator accounts for installations and upgrades
The following table lists the administrator accounts required to install or upgrade Tanium Core Platform
servers, create Tanium databases, or deploy Tanium Clients. You can use a single service account to install
the Tanium Server and to create databases on the SQL or PostgreSQL server, as long as the account has the
all required group memberships and permissions for those servers. You can also use a single service account
to install the Zone Server and Zone Server Hub. You must use a separate service account to install the
Module Server.
Table 10: Administrator account permissions required for installations and upgrades
Service

Account Type

Host System

Required Group
or Permissions

Account Purpose

Tanium Server and
Tanium databases

AD service
account*

Tanium Server
host

Administrator,
interactive sign in

This service account installs and upgrades the Tanium
Server software.

SQL Server host

Sysadmin on the
SQL instance

When running the installer from the Tanium Server,
this service user connects remotely to the SQL Server
and creates the tanium and tanium_archive
databases.

PostgreSQL Server
host

Administrator

When running the installer from the Tanium Server,
this service user connects remotely to the PostgreSQL
Server and creates the tanium and tanium_archive
databases.

Tanium Module
Server

AD service
account*

Tanium Module
Server host

Administrator

This service account installs and upgrades the Tanium
Module Server software.

Tanium Zone
Server and Zone
Server Hub

Local user or AD

Tanium Zone
Server host

Administrator,
interactive sign in

This service account installs and upgrades the Tanium
Zone Server software.

Tanium Zone
Server Hub host

Administrator,
interactive sign in

This service account installs and upgrades the Tanium
Zone Server Hub software.

Tanium Client
Deployment Tool
host

Administrator

This account connects to endpoints and installs and
upgrades Tanium Client software.

Tanium Client

Local System or
AD

*It is possible to use the Local System account in a POC deployment, but not in a production deployment.

Administrator accounts for post-installation/upgrade activities
The following table lists the administrator accounts required for regular, ongoing operations performed
after installations or upgrades, including running the services for Tanium Core Platform servers and Tanium
Clients, and accessing Tanium databases. If you reuse the accounts used for installations and upgrades, first
reduce the account permissions to those specified in the following table. You can use a single service
account to run the Tanium Server service and access the Tanium databases. You can also use a single
service account to run the Zone Server and Zone Server Hub services. You must use a separate service
account to run the Module Server service.
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Table 11: Administrator account permissions required for post-installation/upgrade activities
Service

Account Type

Host System

Required Group
or Permissions

Account Purpose

Tanium Server and
Tanium databases

AD service
account*

Tanium Server
host

User-level
permissions

This service account runs the Tanium Server service.
The service runs in the context of the Local System or
the AD account, depending on the option you select
when installing the server.

SQL Server host

DBO on Tanium
databases

This service user account accesses the tanium and
tanium_archive databases. If you use the same
account for running the Tanium Server service, the
account must be able to connect remotely to the SQL
Server. The account requires db_owner role
membership for the Tanium databases. Assign the View
server state permission as a best practice to enable the
Tanium Server to access data faster than the DBO role
alone.

PostgreSQL Server
host

User-level
permissions

This service user account accesses the tanium and
tanium_archive databases. If you use the same
account for running the Tanium Server service, the
account must be able to connect remotely to the
PostgreSQL Server.

Tanium Module
Server

AD service
account*

Tanium Module
Server host

Administrator

This service account runs the Tanium Module Server
service. The service runs in the context of the Local
System account.

Tanium Zone
Server and Zone
Server Hub

Local user or AD

Tanium Zone
Server host

User-level
permissions

This service account runs the Tanium Zone Server
service. The service runs in the context of the Local
System or the AD account, depending on the option
you select when installing the server.

Tanium Zone
Server Hub host

User-level
permissions

This service account runs the Tanium Zone Server Hub
service. The service runs in the context of the Local
System or the AD account, depending on the option
you select when installing the server.

Tanium Client
Deployment Tool
host

Administrator

On Windows, the Tanium Client service runs in the
context of the Local System account.

Tanium Client

Local System

*It is possible to use the Local System account in a POC deployment, but not in a production deployment.
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Installing the Tanium Server
This topic describes how to install a standalone Tanium Server on a dedicated Windows Server host. For
details about the Tanium Server and its deployment options, see Tanium Server. To install Tanium Servers
in a high availability (HA) deployment, see Installing Tanium Servers in an active-active HA cluster on page
46.
The Tanium Server installer performs the following actions:
l
l

l
l

Installs any necessary database tools, such as Microsoft SQL Server client tools and utilities.
Creates the Tanium databases on a remote database server and initializes the database tables in those
databases.
Opens required ports in the local host computer Windows Firewall.
Installs the Tanium Server on the local host computer and starts the Tanium Server service. The service
starts the application server that hosts the Tanium Console. The certificate and private key that you
specify during installation establish Hypertext Transfer Protocol Secure (HTTPS) access to the Tanium
Console and API.

Before you begin
Ensure that you meet the following requirements before installing the Tanium Server:
l

l
l

l

l

l

Installer: Ensure that you have the correct version of the installer (SetupServer.exe) and that you
can access it. The installation package for all Tanium Core Platform servers must have the same build
number (for example, all must have build number 7.4.4.1362). Contact Tanium Support on page 62 for
details.
Tanium license: Ensure that you can access the Tanium license file: tanium.license.
Host requirements: The host systems for the Tanium server and database server must meet the
hardware, software, and network connectivity requirements suitable for your deployment: see
Requirements on page 14, Tanium Server host system on page 73, and SQL server host system on page
75 or PostgreSQL server host system on page 75.
User accounts: Your Microsoft Active Directory administrator must configure the accounts that your team
needs for the Tanium Core Platform deployment: see Administrator account permissions on page 19.
Firewall rules: Your network administrator must configure firewall rules to allow communication on the
TCP ports that the Tanium Core Platform uses: see Internet access, network connectivity, and firewall
on page 17.
Security exclusions: Your security team must configure exceptions to host-based security policies to
allow Tanium processes to operate smoothly and at optimal performance: see Tanium Core Platform
Deployment Reference Guide: Host system security exclusions.
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l

Certificates and keys: If you want to use a certificate issued by a certificate authority (CA) for securing
connections from user systems to the Tanium Server for Tanium Console or API access, ensure that the
CA-issued certificate and associated private key are present on the Tanium Server. The certificate file name
must be SOAPServer.crt and the key file name must be SOAPServer.key. During installation,
you can select a CA-issued certificate or configure the Tanium Server to generate a self-signed certificate.
Best Practice: To facilitate troubleshooting, use the self-signed certificate during initial
installation and replace it with a CA-issued certificate later. This practice enables you to
separate potential installation issues from TLS connection issues.
For details and procedures, see Tanium Core Platform Deployment Reference Guide: Securing Tanium
Console, API, and Module Server access.

l

Database server: Your database administrator must create a database server for the Tanium Core
Platform deployment: see Set up a database server on page 23.

Set up a database server
Before installing the Tanium Server, your database administrator must set up a database server for the
Tanium Core Platform deployment. The Tanium Server installer creates the Tanium database on this server.
In production deployments, the database must run on a standalone server that allows remote connections
from the Tanium Server. In a proof-of-concept (POC) deployment, you can install the Tanium database
locally on the Tanium Server.
Note: In an HA deployment, the Tanium Servers share the Tanium database. Therefore, even if the
database is local to one Tanium Server, the peer Tanium Server must connect to it remotely.
1. Choose the database type: Microsoft SQL server or PostgreSQL server.
IMPORTANT: Contact Tanium Support on page 62 first if you want a PostgreSQL server. A
special distribution of PostgreSQL Server is required. For details, see the Tanium Support
Knowledge Base article (sign in required).
2. Configure a privileged domain administrator account that you can use to create the Tanium databases
when you run the installer: see Administrator account permissions on page 19.
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3. Ensure that the Windows Secondary Logon service (seclogon) has its Startup type set to Automatic or
Manual, not Disabled. Otherwise, the Tanium database installation will fail.
a. Open the Windows Services program.
b. Select Secondary Logon and check the Startup type.
c. If the service is Disabled, double-click Secondary Logon, set its Startup type to Automatic or
Manual, and click OK.

4. (SQL server only) Configure the SQL instance to allow remote connections:
a. Log into the database server as an administrator.
b. Open the SQL Server Configuration Manager program.
c. In the navigation pane, open the SQL Server Network Configuration node and select the
protocols for your database instance (for example, Protocols for SQLEXPRESS2012).
d. In the display pane, right-click TCP/IP and select Enable.

5. (SQL server only, best practice) Install SQL Server Management Studio on the Tanium Server host
computer.
SQL Server Management Studio is optional, but most administrators find it useful to verify database
transactions and to manage the databases. If you install SQL Server Management Studio before you
run the installer, the installer does not prompt you to download and install the Microsoft SQL Server
utilities (see SQL Command Line Utilities Not Found on page 25).
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Install the Tanium Server
1. Sign into the host system as a local administrator or domain user with administrator permissions.
2. Copy the installation package file and license to a temporary location.
3. Right-click the SetupServer.exe file and select Run as administrator.
4. Complete the installation wizard. The following table provides guidelines for key settings.
Settings

Guidelines

Database Server Type

Select the type of database to use:
l
PostgreSQL Server
Install a remote (production deployments) or local (proof-of-concept (POC) deployments)
database server and utilities.
l

Microsoft SQL Server
The installer displays additional pages for selecting database server and client utilities options.

Postgres Not Found

If you set the Database Server Type to PostgreSQL Server and the installer cannot find a local
PostgreSQL Server installation, the following options appear:
l
Install and configure local Postgres Server.
This option supports only POC deployments.
l

Use remote Postgres Server.
This option supports production deployments.

l

Exit the installer now.
Select this option if you are not ready to make the connection to the remote PostgreSQL
Server.

SQL Command Line Utilities Not
Found

If you set the Database Server Type to Microsoft SQL Server and the installer cannot find a local
SQL Server installation and SQL utilities, the following options appear:
l
Download and Install SQL 2012 Native Client and SQL 2012 Command Line Utilities now.
Select this option to install the utilities necessary to connect to a remote SQL server and
create databases. If you select this option, and the Tanium installer detects that these utilities
are already present on the host system, it does not overwrite the existing installation; it simply
does not call the Microsoft installer for the utilities.
l

Download and Install SQL Server 2014 SP2 Express Edition with Tools now.
Select this option only for limited, proof-of-concept (POC) deployments.

l

Exit the installer now. (Download and install manually)
Select this option if you want to install the utilities yourself. After you have done so, if you rerun the Tanium installer, you can select the first option, and the Tanium installer will verify
that the utilities are present and not call the Microsoft installer.

Choose type of installation

l

Custom Install: Select this option for production deployments.

l

Express Install: Select this option only for limited, POC deployments.

© 2021 Tanium Inc. All Rights Reserved

Page 25

Settings

Guidelines

Choose Service Account for
Tanium Server and Database
Access

Specify Account
This option is required for production deployments. Specify a service account that can connect to
the remote database server and has permissions to create databases. The account you specify will
also run the Tanium Server service on the local host computer. Specify the following details:
l

User Name: Just the account name portion of the credentials, such as taniumsvc.

l

Domain: The fully qualified domain name, such as example.com.

l

Password: The account password.

Local System Account
This option is supported only if you set the Database Server Type to Microsoft SQL Server and
you are setting up a limited POC deployment where the Tanium Server and database server are on
the same local host system.
Choose Install Location

The default is C:\Program Files\Tanium\Tanium Server.
Best Practice: For additional security in enterprise production deployments, install the
Tanium Server on a non-system hard drive.

License Configuration

Click Browse, navigate to the directory where you copied the Tanium license file
(tanium.license), select the file, and click Open.

Key Database Restoration

The Tanium Server uses a pki.db file to store the Tanium root keys and subordinate keys that are
required for TLS communication among Tanium Core Platform components (see Managing Tanium
keys). Select the source for this file:
l
Generate a new key database: The Tanium Server creates a new pki.db file.
l

Restore a key database from backup: If you saved the pki.db file from a previous
installation of this Tanium Server, copy it to a temporary location on the current server host,
click Browse, select the file, and click Open. Note that you must also restore the Tanium
database associated with the backup pki.db file to enable Tanium Clients to connect to that
Tanium Server.

The installer puts the pki.db file in the Tanium Server installation folder.
Server Console/API Port

Specify the Tanium Server inbound port for traffic from the Tanium Console and API. The default
is 443.

SSL Certificate and Key

The Tanium Server uses the SSL/TLS certificate (SOAPServer.crt) and private key
(SOAPServer.key) to secure communication with Tanium Console or API users and
communication with the Module Server.
l
Generate Self-Signed Certificate and Key
If you select this option, the installer generates a self-signed certificate and private key. For the
Server Host Name, specify the fully qualified domain name (FQDN) of the Tanium Server. For
example, ts1.example.com or ts1.example.com. If you are deploying an HA
pair, specify the FQDN for both servers, separated by a comma (no spaces). For example,
ts1.example.com,ts2.example.com.
l

Use Existing Certificate and Key
To use a CA-issued certificate, select the certificate file and associated private key file. For
details, see Tanium Core Platform Deployment Guide: Securing Tanium Console, API, and
Module Server access.
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Settings

Guidelines

Server Port

Specify the Tanium Server inbound port for traffic from Tanium Clients that are in the internal
network. The default is 17472.

SQL server and database

If you set the Database Server Type to Microsoft SQL Server, you have the following options:
l
Use Local Database
This option is supported only for POC deployments. When SQL Server is installed on the local
host computer, you can select a database server from the Local Instance list box.
l

Use Remote Database
Select this option and specify the path to the remote database server in the Remote SQL Path
text box. The syntax is <hostname>\<database instance name>. For example,

SQL1\SQLEXPRESS.
Click Test to test the connection.
Tip: If the SQL Server listens on a custom-assigned port (not 1433), specify the port in the Remote
SQL Path text box. For example,
Postgres Configuration

SQL1\SQLEXPRESS,1444.

If you set the Database Server Type to PostgreSQL Server, specify the following settings:
l
Server Port: The default is 17472.
l

l

Server: Specify localhost (default) for a local server, or the FQDN or IP address of the
remote server. You must enter IPv6 addresses within square brackets (for example,
[2001:db8::1]).
Options: Specify additional parameters to pass in the connection. Typically, this is dbname
and port. For example,

dbname=postgres port=5432 user=postgres.

Click Test to test the connection.
Install local Tanium Module
Server

Select this option only if you are installing a POC deployment in which the Tanium Server and
Module Server run on the same host system.

Open Tanium Ports in Windows
Firewall

Select this option to open Tanium Server ports in the Windows Firewall. Ports 443 and 17472 are
the default port numbers.

Set Administrator Account

(Fresh installation only) Set the Username and Password for the initial Tanium Console
administrator account. This is the account that you will use when you first sign into the console.
Subsequently, you can create additional users. For Active Directory accounts, use
DOMAIN\username or UPN format. For example, TAM\TaniumAdmin or
TaniumAdmin@TAM. For local accounts, use MACHINE\username syntax.

Choose Start Menu Folder

(Fresh installation only) Select a folder for the Tanium Server in the Windows Start menu. The
default is Tanium Server.

Next steps
Install the remote Module Server. See Installing the Tanium Module Server on page 28.
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Installing the Tanium Module Server
This topic describes how to install a Tanium Module Server on a dedicated Windows Server host. For
details about the Module Server and its deployment options, see Tanium Module Server.
The Module Server installer performs the following actions:
l

Opens TCP port 17477 in the local host computer Windows Firewall.

l

Installs the Module Server on the host computer and starts the service.

If possible, run the installer and specify connection settings to automatically register with the Tanium
Server. Otherwise, complete the manual registration workflow.

Install the Module Server and automatically register with the Tanium Server
The installer for Module Server 7.2 and later supports automatic registration with the Tanium Server.
Automatic registration performs the following tasks:
l

l

Generates required certificates: trusted.crt on the Module Server host and trusted-moduleservers.crt on the Tanium Server host. The servers use these certificates to validate the certificates
used for mutual authentication: SOAPServer.crt on the Tanium Server and ssl.crt on the
Module Server. For details, see Tanium Core Platform Deployment Reference Guide: SSL/TLS
certificates.
Creates required Windows Registry entries on both the Module Server and Tanium Server host computers.

Before you begin
Ensure the following prerequisites are met and take the following actions:
l

l

l

l

Installer version: Ensure that you have the right version of the installer
(SetupModuleServer.exe). The installation package for all Tanium Core Platform servers must
have the same build number (for example, all must have build number 7.4.4.1362). Contact Tanium
Support on page 62 for details.
Host requirements: The host system must meet the hardware, software, and network connectivity
requirements suitable for your deployment: see Requirements on page 14 and Resource requirements
on page 74.
Firewall rules: Your network security administrator must configure network firewall rules to allow
communication between the Tanium Server and Module Server on TCP port 17477: see Internet access,
network connectivity, and firewall on page 17.
Security exclusions: Your security team must configure exceptions to host-based security policies to
allow Tanium processes to operate smoothly and at optimal performance: see Tanium Core Platform
Deployment Reference Guide: Host system security exclusions.
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l

Certificates and keys: If you want to use a certificate issued by a certificate authority (CA) to secure
connections to the Module Server, ensure that the CA-issued certificate and associated private key are
present on the Module Server. The certificate file name must be ssl.crt and the key file name must be
ssl.key. During installation, you can select a CA-issued certificate or configure the Module Server to
generate a self-signed certificate.
Best Practice: As a best practice to facilitate troubleshooting, use the self-signed certificate
during initial installation and replace it with a CA-issued certificate later. This practice enables
you to separate potential installation issues from TLS connection issues.
For details and procedures, see Tanium Core Platform Deployment Reference Guide: Securing Tanium
Console, API, and Module Server access.

l

Local Module Server: If a local Module Server is installed on the Tanium Server host computer, perform
the following steps on the Tanium Server host computer:
1. Stop the Tanium Server service: open the Windows Services application, right-click Tanium
Server, and select Stop.
2. Stop and disable the Tanium Module Server service in the Windows Services application:
a. Right-click Tanium Module Server and select Stop.
b. Right-click Tanium Module Server, select Properties, set the Startup type to Disabled,
and click OK.
3. Go to the Windows Registry HKEY_LOCAL_
MACHINE\SOFTWARE\Wow6432Node\Tanium\Tanium Server and clear the setting
(value 127.0.0.1) for the Module Server.
4. Restart the Tanium Server service: in the Windows Services application, right-click Tanium
Server, and select Restart.

Run the installer
1. Sign into the Module Server host system as an administrator user.
2. Copy the installer (SetupModuleServer.exe) to a temporary location on the Module Server host.
3. Right-click SetupModuleServer.exe and select Run as administrator.
4. Complete the installation wizard. The following table provides guidelines for key settings.
Settings

Guidelines

Choose Install
Location

The default is C:\Program Files\Tanium\Tanium Module Server.

Postgres Not
Found

(Fresh installation only) Accept the default option: Install and configure local Postgres Server. In the current
release, no Tanium products use the PostgreSQL server that comes with the Module Server.
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Settings

Guidelines

Choose Service
Account for
Tanium Module
Server

The security best practice is to specify a service account other than the Local System account to install the Module
Server and run the Module Server service on the local host computer.
l
Specify Account (best practice)

l

l

User Name: Enter only the account name portion of the credentials, such as taniumsvc.

l

Domain: Enter the fully qualified domain name (FQDN), such as example.com.

l

Password: Enter the account password.

Local System Account

Module Server
Port

Specify the Module Server inbound port for traffic from the Tanium Server. The default is 17477.

SSL/TLS
Certificate

The Module Server uses the SSL/TLS certificate (ssl.crt) and private key (ssl.key) to secure connections from
the Tanium Server.
l
Generate Self-Signed Certificate and Key
If you do not have a CA-issued certificate, select this option to make the installer generate a self-signed
certificate and private key. For the Server Hostname, specify the FQDN of the Module Server, such as

tms1.example.com.
l

Use Existing Certificate and Key
To use a CA-issued certificate, select the certificate file and associated private key file. For details, see Tanium
Core Platform Deployment Guide: Securing Tanium Console, API, and Module Server access.

Module
Postgres
Configuration

Configure the connection to the PostgreSQL database:
l
Server: Specify localhost (default) for a local server, or the FQDN or IP address of the remote server. You
must enter IPv6 addresses within square brackets (for example, [2001:db8::1]).
l

Options: Specify additional parameters to pass in the connection. Typically, this is dbname and port. For
example,

dbname=postgres port=5432 user=postgres.

Click Test to test the connection.
Register with
Tanium Server

Select Register with the Tanium Server and specify connection information for registration with the Tanium
Server:
l
Tanium Server Hostname: Specify the IP address or FQDN of the Tanium Server. In a high availability (HA)
deployment, specify only the primary Tanium Server.
l

l

Admin username: Enter the user name of the Tanium Console administrator that you specified when installing
the Tanium Server.
Admin password: Enter the password of the Tanium Console administrator that you specified when installing
the Tanium Server.

For upgrades, you have the option to select Manually specify Tanium Server certificate and use the default
Certificate for securing communication between the Tanium Server and Module Server.
Choose Start
Menu Folder

(Fresh installation only) Select a folder for the Module Server in the Windows Start menu. The default is Tanium
Module Server.
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Settings

Guidelines

Trust Tanium
Server
certificate

When the installer displays a dialog that identifies the certificate that the Tanium Server uses to authenticate to the
Module Server, verify that the certificate details are correct.

On a new installation, the certificate is the SOAPServer.crt file. If you are re-running the installer, the certificate
is trusted.crt. The Fingerprint is the hash of the certificate public key. If the certificate is valid, click Yes to
register the Module Server with the Tanium Server.

Install the Tanium Module Server and manually register with the Tanium Server
The 7.x Module Server installers support manual registration with the Tanium Server. In 7.0 and 7.1, manual
registration is your only option. In 7.2 and later, automatic registration is simpler, but the installer supports
manual registration in case the Tanium Server is unavailable when you run the installer.

Before you begin
Ensure the following prerequisites are met and take the following actions:
l

l

Installer version: Ensure that you have the right version of the installer
(SetupModuleServer.exe). The installation package for all Tanium Core Platform servers must
have the same build number (for example, all must have build number 7.4.4.1362). Contact Tanium
Support on page 62 for details.
Host requirements: The host system must meet the hardware, software, and network connectivity
requirements suitable for your deployment: see Requirements on page 14 and Resource requirements
on page 74.
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l

l

l

Firewall rules: Your network security administrator must configure network firewall rules to allow
communication between the Tanium Server and Module Server on TCP port 17477: see Internet access,
network connectivity, and firewall on page 17.
Security exclusions: Your security team must configure exceptions to host-based security policies to
allow Tanium processes to operate smoothly and at optimal performance: see Tanium Core Platform
Deployment Reference Guide: Host system security exclusions.
Certificates and keys: Copy the SOAPServer.crt file from the Tanium Server host (installation
directory) to the Module Server host so that you can select it when you run the installer.
If you want to use a certificate issued by a certificate authority (CA) to secure connections to the
Module Server, ensure that the CA-issued certificate and associated private key are present on the
Module Server. The certificate file name must be ssl.crt and the key file name must be ssl.key.
During installation, you can select a CA-issued certificate or configure the Module Server to generate
a self-signed certificate.
Best Practice: To facilitate troubleshooting, use the self-signed certificate during initial
installation and replace it with a CA-issued certificate later. This practice enables you to
separate potential installation issues from TLS connection issues.
For details, see Tanium Core Platform Deployment Reference Guide: Securing Tanium Console, API,
and Module Server access.

l

Local Module Server If a local Module Server is installed on the Tanium Server host computer, perform
the following steps on the Tanium Server host computer:
1. Stop the Tanium Server service: open the Windows Services application, right-click Tanium
Server, and select Stop.
2. Stop and disable the Tanium Module Server service in the Windows Services application:
a. Right-click Tanium Module Server and select Stop.
b. Right-click Tanium Module Server, select Properties, set the Startup type to Disabled,
and click OK.
3. Go to the Windows Registry HKEY_LOCAL_
MACHINE\SOFTWARE\Wow6432Node\Tanium\Tanium Server and clear the setting
(value 127.0.0.1) for the Module Server.
4. Restart the Tanium Server service: in the Windows Services application, right-click Tanium
Server, and select Restart.

Run the installer
1. Sign into the Module Server host system as an administrator user.
2. Copy the installation package file (SetupModuleServer.exe) to a temporary location on the
Module Server host.
3. Right-click SetupModuleServer.exe and select Run as administrator.
4. Complete the installation wizard. The following table provides guidelines for key settings.
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Settings

Guidelines

Choose Install Location

The default is C:\Program Files\Tanium\Tanium Module Server.

Postgres Not Found

(Fresh installation only) Accept the default option: Install and configure local Postgres Server. In
the current release, no Tanium products use the PostgreSQL server that comes with the Module
Server.

Choose Service Account for
Tanium Module Server

The security best practice is to specify a service account other than the Local System account to
install the Module Server and run the Module Server service on the local host computer.
l
Specify Account (best practice)
l

User Name: Enter only the account name portion of the credentials, such as

taniumsvc.

l

l

Domain: Enter the fully qualified domain name (FQDN), such as example.com.

l

Password: Enter the account password.

Local System Account: Select this option to install software and run the Module Server
service in the context of the Local System account.

Module Server Port

Specify the Module Server inbound port for traffic from the Tanium Server. The default is 17477.

SSL/TLS Certificate

The Module Server uses the SSL/TLS certificate (ssl.crt) and private key (ssl.key) to secure
connections from the Tanium Server.
l
Generate Self-Signed Certificate and Key
If you do not have a CA-issued certificate, select this option to make the installer generate a
self-signed certificate and private key. For the Server Hostname, specify the FQDN of the
Module Server, such as tms1.example.com.
l

Use Existing Certificate and Key
To use a CA-issued certificate, select the certificate file and associated private key file. For
details, see Tanium Core Platform Deployment Guide: Securing Tanium Console, API, and
Module Server access.

Module Postgres Configuration

Configure the connection to the PostgreSQL database:
l
Server: Specify localhost (default) for a local server, or the FQDN or IP address of the
remote server. You must enter IPv6 addresses within square brackets (for example,
[2001:db8::1]).
l

Options: Specify additional parameters to pass in the connection. Typically, this is dbname
and port. For example, dbname=postgres port=5432 user=postgres.

Click Test to test the connection.
Manually specify Tanium Server
certificate

Select Manually specify Tanium Server certificate and select the Certificate that secures
communication between the Tanium Server and Module Server. On a new installation, the file is
the SOAPServer.crt file that was copied from the Tanium Server. If you are re-running the
installer and want to use the Tanium Server certificate created by the previous run of the installer,
browse and select the trusted.crt file in the installation directory.

Choose Start Menu Folder

(Fresh installation only) Select a folder for the Module Server in the Windows Start menu. The
default is Tanium Module Server.

5. Manually register the Module Server with the Tanium Server: see Tanium Core Platform Deployment
Reference Guide: Command-line interface.
The registration process generates an SSL/TLS certificate file named ssl.crt in the Module Server
installation directory.
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6. Copy ssl.crt to the Tanium Server installation directory and rename it trusted-moduleservers.crt.
7. Configure the Tanium Server to use the remote Module Server:
a. Sign into the Tanium Server host.
b. Open the Windows Services application and stop the Tanium Server service.
c. Go to the following location in the Windows registry:
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Tanium\Tanium Server
d. Find the ModuleServer key and change it to the FQDN of the remote Module Server.
e. Restart the Tanium Server service in the Windows Services application.
Note: If you previously installed a local Module Server, leave the Tanium Module Server
service stopped and disabled on the Tanium Server. The Tanium Server must use only the
remote Module Server.
f. Sign into the Module Server host.
g. Open the Windows Services application and restart the services for the Tanium Module Server
and all Tanium modules and shared services.

Updating the Module Server certificate
Registration ensures secure communication between the Module Server and the Tanium Server. If you
update the Module Server certificate ssl.crt, you must repeat the registration, either by re-running the
installer or using the CLI (see Tanium Core Platform Deployment Reference Guide: Securing Tanium Console,
API, and Module Server access). After registration, you must restart the services for the Tanium Module
Server and all Tanium modules and shared services through the Windows Services application.

Next steps
If your deployment will include a Tanium Zone Server, install it: see Installing the Tanium Zone Server on
page 35. Otherwise, verify the deployment: see Verifying the Tanium Core Platform deployment on page 50.

© 2021 Tanium Inc. All Rights Reserved

Page 34

Installing the Tanium Zone Server
Install a Tanium Zone Server in your DMZ to proxy communication from external endpoints to the Tanium
Server. You can install the Zone Server Hub on the same host as the Tanium Server or on a dedicated host.
You can deploy two Zone Servers and two Zone Server Hubs in an active-active high availability (HA)
configuration to ensure continuous availability in the event of an outage or scheduled maintenance. For
details about the Zone Server, Zone Server Hub, and deployment options, see Tanium Zone Server.

Before you begin
Ensure that you meet the following requirements before installing the Zone Server:
l

l

l

l

l

Installer version: Ensure that you have the right version of the installer (SetupZoneServer.exe).
The installation package for all Tanium Core Platform servers must have the same build number (for
example, all must have build number 7.4.4.1362). Contact Tanium Support on page 62 for details.
Host requirements: The host system must meet the hardware, software, and network connectivity
requirements suitable for your deployment: see Requirements on page 14 and Resource requirements
on page 75.
Firewall rules: Your network administrator must configure firewall rules to allow communication from
the Zone Server Hub to the Zone Server on the port that you configured for that traffic. The default is TCP
port 17472 but you can specify a different port: see Configure ports for traffic from Zone Server Hubs
and Tanium Clients on page 38.
Security exclusions: Your security team must configure exceptions to host-based security policies to
allow Tanium processes to operate smoothly and at optimal performance: see Tanium Core Platform
Deployment Reference Guide: Host system security exclusions.
Initialization bundle: If you are performing a fresh installation of the Zone Server and Zone Server Hub,
download the Tanium™ initialization bundle (tanium-init.dat). The Zone Server and Hub use the
file to secure communication with the Tanium Server. For the download procedure, see Tanium Console
User Guide: Download infrastructure configuration files (keys).

Install the Tanium Zone Server
This section provides procedures for the following workflow:
1. Run the installer on the Zone Server Hub host computer. In this example, the Tanium Server host
computer is also the Zone Server Hub host computer.
2. Run the installer on one or more Zone Server host computers in the DMZ.
The Tanium Zone Server installer takes the following actions:
l

Opens TCP port 17472 in the local host computer Windows Firewall.

l

Installs Tanium Zone Server Hub or Zone Server on the local host computer and starts the service.
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Install the Zone Server Hub
Perform the following steps for each Zone Server Hub.
1. Sign in as an administrator user on the internal network host system where you will install the Zone
Server Hub.
2. Copy the installer (SetupZoneServer.exe) to a temporary location on the hub host.
3. (Fresh installations only) Copy the initialization file (tanium-init.dat) from the Tanium Server to a
temporary location on the hub host if you will install the hub on a dedicated host. If you will install the
hub on the Tanium Server host, you can find the file in the Tanium Server installation folder.
4. Right-click SetupZoneServer.exe and select Run as administrator.
5. Complete the installation wizard. The following table provides guidelines for key settings.
Settings

Guidelines

Choose Install Location

The default installation folder is C:\Program Files (x86)\Tanium\Tanium Zone Server.

Zone Server Type

Select Zone Server Hub.

Choose Service Account for
Tanium Zone Server

Specify Account: Define a service account to run the Tanium Zone Server service on the local host
computer:
l
User Name: Enter only the account name portion, such as taniumsvc.
l

Domain: Enter the fully qualified domain name, such as example.com.

l

Password: Enter the account password.

Local System Account: Select this option to install software and run the service in the context of
the Local System account. Because this account grants higher operating system privileges than are
necessary for Zone Server operations, the best practice is to not select this option for production
deployments.
Initialization File

(Fresh installations only) Specify the file path of the tanium-init.dat file.

Server Address

Specify the fully qualified domain name (FQDN) or IP address of the Tanium Server. You must enter
IPv6 addresses within square brackets (for example, [2001:db8::1]).

Server Port

The inbound port on which the Zone Server Hub receives traffic from the Tanium Server and Zone
Server. The default is 17472.

6. (Non-local hub only) If the Zone Server Hub resides on a different host than the Tanium Server, sign into
the Tanium Server CLI and configure the AllowedHubs setting:
a. Navigate to the Tanium Server installation folder:
$ cd <Tanium Server>

b. Enable (best practice) or disable enforcement of the AllowedHubs setting. The default value 1
specifies that the Tanium Server enforces the setting: only hubs listed in AllowedHubs can
communicate with the Tanium Server. The value 0 enables any hub to communicate with the
Tanium Server regardless of the AllowedHubs setting.
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$ TaniumReceiver config set EnforceAllowedHubs [1|0]

c. If you enabled enforcement of AllowedHubs, configure it as follows, where <hub1,hub2...> is a
comma-separated list of hubs that are authorized to communicate with this Tanium Server. Specify
the hubs by FQDN or IP address. You must enter IPv6 addresses within square brackets (for
example, [2001:db8::1]). The default value is 127.0.0.1 (localhost).
$ TaniumReceiver config set AllowedHubs <hub1,hub2...>

7. (Non-local hub only) If the Zone Server Hub resides on a different host than the Tanium Server, enable the
file cache and set its maximum size: see Manage caching on the Zone Server and Zone Server Hub on
page 39.

Install the Zone Server
Perform the following steps for each Zone Server.
1. Sign into the Tanium Zone Server host computer as an administrator user.
2. Copy the installer (SetupZoneServer.exe) to a temporary location on the Zone Server.
3. (Fresh installation only) Copy the initialization file (tanium-init.dat) from the Tanium Server to a
temporary location on the Zone Server.
4. Right-click the SetupZoneServer.exe file and select Run as administrator.
5. Complete the installation wizard. The following table provides guidelines for key settings.
Settings

Guidelines

Choose Install Location

The default is C:\Program Files (x86)\Tanium\Tanium Zone Server.

Zone Server Type

Select Zone Server.

Choose Service Account for
Tanium Zone Server

Specify Account: Define a service account to run the Tanium Zone Server service on the local host
computer:
l
User Name: Enter only the account name portion, such as taniumsvc.
l

Domain: Enter the fully qualified domain name, such as example.com.

l

Password: Enter the account password.

Local System Account: Select this option to install software and run the service in the context of
the Local System account. Because this account grants higher operating system privileges than are
necessary for Zone Server operations, the best practice is to not select this option for production
deployments.
Initialization File

(Fresh installations only) Specify the file path of the tanium-init.dat file.

IP addresses or FQDNs of
allowed Zone Server Hubs

Enter a comma-separated list of IP addresses or FQDNs for the Zone Server Hubs that are
authorized to communicate with this Zone Server. You must enter IPv6 addresses within square
brackets (for example, [2001:db8::1]). In an HA deployment, specify both Zone Server Hubs.
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6. (HA only) As a best practice, specify the preferred Zone Server Hub from which the Zone Server receives
Tanium Client content, such as action packages (see Tanium Zone Server for details). Sign into the Zone
Server CLI (see Tanium Core Platform Deployment Guide: Command-line interface) and run the
following commands:
$ cd <Zone Server>
$ TaniumZoneServer config set HubPriorityList <hub IP address or FQDN>

7. If you configure separated subnets or isolated subnets on the Tanium Server, you must configure them
on the Zone Server as described under Tanium Client User Guide: Configure separated subnets and
Tanium Client User Guide: Configure isolated subnets.
8. (Best Practice) Configure separate ports on the Zone Server for traffic from Zone Server Hubs and Tanium
Clients: see Configure ports for traffic from Zone Server Hubs and Tanium Clients on page 38.
9. If necessary to prevent over-consumption of disk space on the Zone Server, configure a maximum file
cache size: see Manage caching on the Zone Server and Zone Server Hub on page 39.
10. Enable trust between the Zone Server Hub and Tanium Server, and map Zone Servers to the hub: see
Tanium Console User Guide: Managing Zone Servers and hubs.
11. Configure the connections from Tanium Clients that must register with the Zone Server: see Configure
Tanium Clients to register with the Zone Server on page 40.
12. Verify the deployment: see Verifying the Tanium Core Platform deployment on page 50.

Configure ports for traffic from Zone Server Hubs and Tanium Clients
By default, the Zone Server uses the same incoming port (default is 17472) for traffic from Zone Server Hubs
and Tanium Clients. As a best practice to improve the security of the Zone Server, configure separate ports:
1. Sign into the Zone Server host as an administrator user.
2. Access the CLI (see Tanium Core Platform Deployment Reference Guide: Command-line interface).
3. Navigate to the Zone Server installation folder:
> cd <Zone Server>

4. Configure the port for traffic from Tanium Clients:
> TaniumZoneServer config set ZoneServerPort <port>

Best Practice: If Tanium Clients are already configured to communicate with the Zone Server,
the best practice is to leave this port number unchanged and edit only the port for traffic from
Zone Server Hubs.
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5. Configure the port for traffic from Zone Server Hubs:
> TaniumZoneServer config set ZoneServerPortForHub <port>

6. If traffic between the Zone Server and Zone Server Hubs traverses a firewall, configure the firewall to allow
only hubs that are in the AllowedHubs list to connect to the port that you specified in the
ZoneServerPortForHub setting. For the steps to configure the firewall, see your firewall documentation.
To see which hubs are in the AllowedHubs list, run the following command:
> TaniumZoneServer config get AllowedHubs

7. Access the Windows Services program and restart the Tanium ZoneServer service.
8. Delete and recreate the Zone Server Hub-to-Zone Server mappings of the Zone Server for which you
configured separate ports.
For the steps, see Tanium Console User Guide: Delete a Zone Server Hub-to-Zone Server mapping and
Tanium Console User Guide: Map Zone Servers to a Zone Server Hub.

Manage caching on the Zone Server and Zone Server Hub
To optimize performance for the Tanium Core Platform, the Zone Server caches package files for actions
and files requested through the Tanium Client API. The Zone Server provides these resources to Tanium
Clients without having to re-request them from the Tanium Server. In Tanium Core Platform 7.4 or later,
this file cache is disabled by default on the Zone Server Hub because in most deployments the hub is
installed on the Tanium Server, which has its own cache. However, if the hub is installed on a dedicated
host, you must enable it to perform the same caching as the Zone Server. If the cache uses too much disk
space on the Zone Server, or on the hub on a dedicated host, you can set a maximum cache size. As a best
practice, set the maximum to whichever is the lesser value between 200GB and 60% of available disk space
on the drive where the Zone Server or hub is installed. By default, the cache uses a maximum of 20% disk
space.
When you set the cache size, the Zone Server or Zone Server Hub automatically removes all the files
that are currently in the cache (<Zone Server/hub>\Cache\HotCacheFile).

Manage Zone Server caching
1. From the Main menu, go to Administration > Management > Global Settings and click New
Setting.
2. Configure the following setting and click Save:
l Setting Name: Enter zs_hot_cache_limit_in_MB.
l

Setting Value: Enter the maximum storage space in megabytes for the Zone Server cache. The
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default is 0 (20% of disk space).
l

Affects: Select Server

l

Value Type: Select Numeric

Manage Zone Server Hub caching
If the Zone Server Hub is installed on the Tanium Server, the hub cache is unnecessary. After you upgrade
to Tanium Core Platform 7.4 or later from an earlier release, you can delete the hub cache to clear disk
space by deleting the <Zone Server Hub>\Cache\HotCacheFile folder.
If the Zone Server Hub is installed on a dedicated host, configure the cache as follows:
1. Sign into the hub host as an administrator user.
2. Access the hub CLI (see Tanium Core Platform Deployment Reference Guide: Command-line interface)
and run the following commands:
$ cd <Zone Server Hub>
$ TaniumZoneServer config set EnableFileCache 1

3. Open the Windows Services program and restart the Tanium ZoneServer service.
4. Sign into the Tanium Console.
5. From the Main menu, go to Administration > Management > Global Settings and click New
Setting.
6. Configure the following setting and click Save:
l Setting Name: Enter hub_hot_cache_limit_in_MB.
l

Setting Value: Enter the maximum storage space in megabytes for the hub cache. The default
is 0 (20% of disk space).

l

Affects: Select Server

l

Value Type: Select Numeric

Configure Tanium Clients to register with the Zone Server
To configure Tanium Clients to register with a Zone Server, you must add it to the ServerNameList setting
on each client. This setting can specify multiple Zone Servers and Tanium Servers. When attempting to
connect, the client randomly selects one server at a time in the list and registers only with the first server
for which the client can resolve the IP address. To ensure that clients connect and register with the correct
server, work with your network administrator to review your Domain Name System (DNS) configuration. For
example, external clients typically resolve the IP addresses of Zone Servers in the DMZ but not of Tanium
Servers in the internal network. By contrast, internal clients typically resolve the IP addresses of Tanium
Servers in the internal network but not of Zone Servers in the DMZ.
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The steps to configure Tanium Clients to register with the Zone Server depend on whether you have already
deployed the clients.

Initial Tanium Client deployment
Perform the following steps if you have not yet deployed the Tanium Clients that must register with the
Zone Server:
1. Use Tanium™ Client Management to download installer bundles as described under Tanium Client
Management User Guide: Download and deploy the installer bundle.
Each endpoint OS type requires a separate bundle. Each bundle contains the following files, which
you use when deploying the clients:
l Installer file to install the Tanium Client, such as SetupClient.exe for Windows endpoints.
Note: The Linux bundle contains an installer for each supported Linux distribution.
l

Initialization file (tanium-init.dat) to secure connections between the Tanium Client and
other Tanium Core Platform components.

2. Deploy the Tanium Client to endpoints as described in the Tanium Client User Guide. For the
ServerNameList setting, specify the FQDN or IP address of each Zone Server and Tanium Server.
You must enter IPv6 addresses within square brackets (for example, [2001:db8::1]).
Note: In the Tanium Client installation wizard for Windows, you specify the ServerNameList
value in the Server Address field.
3. Work with your network administrator to ensure that Tanium Clients that must register with the Zone
Server cannot resolve the IP address of the Tanium Server.
This step is necessary to prevent clients from bypassing the Zone Server and connecting directly with
the Tanium Server.
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4. Use Tanium Interact to issue a question that returns the value of the ServerName and ServerNameList
settings from Tanium Clients. The ServerName is the FQDN or IP address of the server with which clients
currently connect.
Get Tanium Server Name and Tanium Server Name List from all machines

5. In the Question Results grid, verify that the Tanium Server Name value displays the Zone Server for
any clients that must register with it, and verify that the Tanium Server Name List value includes all the
servers that you specified.

Existing Tanium Client deployment
Perform the following steps to change the ServerNameList setting on Tanium Clients that you want to
register with the Zone Server. In a deployment with both Windows and non-Windows endpoints, repeat the
steps for both types of endpoints.
1. Delete any existing scheduled actions that configure the ServerNameList or ServerName to prevent
conflicts with the new actions that you create for those settings.
2. Use Tanium Interact to issue a question that identifies the Tanium Clients that do not yet register with the
Zone Server.
The following example identifies Tanium Clients in a deployment where the Zone Server FQDN is
zs1.tam.local and the active-active Tanium Servers are ts1.tam.local and ts2.tam.local.
Get Tanium Server Name List and Is Windows from all machines with all Tanium
Server Name List not equals “zs1.tam.local,ts1.tam.local,ts2.tam.local"

© 2021 Tanium Inc. All Rights Reserved

Page 42

3. In the Question Results grid, select the Windows or non-Windows endpoints (not both) that must
register with the Zone Server and click Deploy Action.
4. Specify one of the following as a Deployment Package:
l Set Tanium Server Name List for Windows endpoints
l

Set Tanium Server Name List [Non-Windows] for non-Windows endpoints

5. Enter the FQDN or IP address of each Zone Server and Tanium Server in the Server Name List field.
You must enter IPv6 addresses within square brackets (for example, [2001:db8::1]).

6. Set a schedule for the action.
Tip: Consider setting a reissue interval if some target endpoints might be offline when you
initially deploy the action.

7. In the Targeting Criteria section, ensure that the settings specify only Windows endpoints or nonWindows endpoints based on the package that you selected
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8. Click Show preview to continue and verify that the targeting is correct.

9. Click Deploy Action and review the action status to verify that the action completes without errors.

10. Use Tanium Interact to issue a question that returns the ServerName and ServerNameList values from
Tanium Clients. The ServerName is the FQDN or IP address of the server with which clients currently
connect. If the action succeeded, the ServerName indicates the Zone Server for at least some clients and
the Tanium Server Name List value lists all the correct servers
(zs1.tam.local,ts1.tam.local,ts2.tam.local, in this example).
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Note: You might have to wait a few minutes for the results to show the new values. Ensure
that live updates are enabled for the results grid. Whether a particular Tanium Client
connects to the Zone Server or Tanium Server depends on the Domain Name System (DNS)
configuration of your network.
Get Tanium Server Name and Tanium Server Name List from all machines

11. Work with your network administrator to ensure that the Tanium Clients that must register with the
Zone Server cannot resolve the IP address of the Tanium Server.
This step is necessary to prevent those clients from bypassing the Zone Server and connecting
directly with the Tanium Server.
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Installing Tanium Servers in an active-active HA
cluster
You can deploy two Tanium Servers in an active-active high availability (HA) cluster to ensure continuous
availability in the event of an outage or scheduled maintenance. For details about HA deployments, see
Tanium Server.

HA cluster requirements and limitations
An HA deployment has the following requirements:
l

l

l

l

l

Installer version: Use the same installer for both Tanium Servers. All Tanium Core Platform servers must
have the same build number (for example, all must have build number 7.4.4.1362). Contact Tanium
Support on page 62 for details.
Host capacity: Both Tanium Servers must meet or exceed the requirements for the total number of
endpoints that your deployment targets. That means each server must be able to independently handle
load from the full deployment in the event of failure. For details, see Resource requirements on page 73.
Peer-to-peer connectivity: The Tanium Servers must be able to connect to each other over a reliable
Ethernet connection. The connection requires a minimum throughput of 1 Gbps and a maximum roundtrip latency of 30 ms.
Internet access: Each Tanium Server must be able to access the Internet to download files from
designated domains (see Tanium Core Platform Deployment Reference Guide: Internet URLs required).
Access can be direct or through a proxy server (see Tanium Console User Guide: Configuring proxy
server settings).
Shared database and Tanium Module Server: Each cluster member must be able to connect to the
shared database server and shared Module Server. The connection requires a minimum throughput of 1
Gbps and a maximum round-trip latency of 30 ms.

Note: You do not have to configure a Microsoft Windows cluster. The procedures provided here are
based on two standalone Windows Server host computers.

Before you begin
Ensure the following conditions are met before installing the Tanium Servers:
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l

Installer: Ensure that you can access the Tanium Server installer: SetupServer.exe.

l

Tanium license: Ensure that you can access the Tanium license file: tanium.license.

l

l

l

l

l

Host requirements: The host systems must meet the hardware, software, and network connectivity
requirements suitable for your deployment: see Requirements on page 14.
User accounts: Your Microsoft Active Directory administrator must configure the accounts that your team
needs for the Tanium Core Platform deployment: see Administrator account permissions on page 19.
Firewall rules: Your network administrator must configure firewall rules to allow communication on the
TCP ports that the Tanium Core Platform uses. In addition to the ports that a standalone Tanium Server
uses, Tanium Servers in an HA cluster send and receive HA-related data on port 17472 (TCP). For details,
see Internet access, network connectivity, and firewall on page 17.
Security exclusions: Your security team must configure exceptions to host-based security policies to
allow Tanium processes to operate smoothly and at optimal performance: see Tanium Core Platform
Deployment Reference Guide: Host system security exclusions.
Certificates and keys: If you want to use a certificate issued by a certificate authority (CA) for securing
connections from user systems to the Tanium Servers for Tanium Console or API access, ensure that the
CA-issued certificate and associated private key are present on the Tanium Servers. The certificate file
name must be SOAPServer.crt and the key file name must be SOAPServer.key. During
installation, you can select a CA-issued certificate or configure the Tanium Server to generate a self-signed
certificate.
Best Practice: To facilitate troubleshooting, use the self-signed certificate during initial
installation and replace it with a CA-issued certificate later. This practice enables you to
separate potential installation issues from TLS connection issues.
For details and procedures, see Tanium Core Platform Deployment Reference Guide: Securing Tanium
Console, API, and Module Server access.

l

Database server: Your database administrator must create a database server for the Tanium Core
Platform deployment: see Set up a database server on page 23.

Deploy the HA cluster
1. Set up the shared database server.
2. Install the Tanium Server on the primary host computer as described in Installing the Tanium Server on
page 22.
3. Install the Tanium Module server as described in Installing the Tanium Module Server on page 28.
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4. Sign into the secondary host computer and run the Command Prompt utility as the local administrator,
which has the permissions required to create a folder in the Program Files directory.

5. Create the directory by running the following command, where <drive> is the target drive (such as
D):
md "<drive>:\Program Files\Tanium\Tanium Server"

6. Copy the following files from the Tanium Server installation directory on the primary host to the directory
you just created on the secondary host:
l SOAPServer.crt
l

SOAPServer.key

l

tanium.license

IMPORTANT: Always follow the best practices of your organization for securely copying
sensitive files. For example, use GNU Privacy Guard (GPG) to encrypt the files before copying
and to decrypt when they are in place on the target server.
7. If the primary server has been deployed for days before you deploy the secondary server, copy the
Strings folder from the Tanium installation directory on the primary host to the same directory on the
secondary host. This step is not necessary if you deploy both servers at the same time.
8. Copy the installer (SetupServer.exe) to a temporary location on the secondary host.
9. Right-click SetupServer.exe, select Run as administrator, and complete the installation wizard.
10. Register the remote Module Server with the second Tanium Server.
Note: Registration involves copying files between the Module Server and the Tanium Server.
Both must be reachable when you issue the registration CLI command or else the command
fails. For information about using the CLI, see Tanium Core Platform Deployment Reference
Guide: Command-line interface.
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a. Access the CLI on the Module Server host and navigate to the Module Server installation directory:
cmd-prompt>cd <Module Server>

b. Issue the registration command, and specify a Tanium Console administrator user name and
password when prompted:
cmd-prompt>TaniumModuleServer register <Tanium_Server_FQDN>
Enter administrator username: <username>
Enter password for user '<username>':<password>
Successfully completed registration.

11. Enable trust between the Tanium Servers to enable communication for HA synchronization and failover:
see Tanium Console User Guide: Managing Tanium Server trust.
12. Verify the deployment: see Verifying the Tanium Core Platform deployment on page 50.

HA configuration notes
Tanium Servers in an HA cluster do not automatically synchronize their Windows Registry settings.
Therefore, you must repeat any changes to these settings on each Tanium Server in the cluster. Settings
stored in the Windows Registry include:
l

Log level

l

Proxy server settings

l

Bypass proxy settings

l

Trusted host settings

l

Bypass certificate revocation list (CRL) check settings

For the procedures to edit these settings, see the Tanium Console User Guide.
For guidelines on Tanium Server Windows Registry settings, see Tanium Core Platform Deployment
Reference Guide: Settings.

© 2021 Tanium Inc. All Rights Reserved

Page 49

Verifying the Tanium Core Platform deployment
After you install the Tanium Server (standalone or high availability (HA) cluster), Tanium Module Server, and
optional Tanium Zone Server, verify that the servers are installed correctly and can communicate with all
the necessary components of the Tanium Core Platform.
1. Sign into the Tanium Console for each Tanium Server that you installed: Use a supported web browser
(see Web browser requirements) to open the Tanium Console URL (format is https://<Tanium_
Server_FQDN>), and then enter the administrator username and password that you set when running
the Tanium Server installation wizard.
When you first sign in, the Tanium Server automatically imports the following items:
l Tanium™ Default Content pack, which include the sensors, packages, saved questions, and
dashboards that are essential for getting started with Tanium. Successful installation of the
content pack indicates the Tanium Server can communicate with the content.tanium.com
servers.
l

l

Tanium™ Default Computer Groups content pack, which includes computer groups for different
endpoint platforms: see Tanium Console User Guide: Default computer groups.
In Tanium Core Platform 7.4.2.2036 or earlier, the Tanium Server automatically imports the Tanium
Interact workbench and Interact content set. In later versions, you must go to the Tanium
Solutions page (from the Main menu, go to Administration > Configuration > Solutions) and
import Interact.

2. Verify that the Tanium Server connects to a remote Module Server: Go to the Tanium Console info page
(https://<Tanium_Server_FQDN>/info and search for Module Count. If the entry lists
127.0.0.1, the Tanium Server is using the local Module Server, and you must revisit the steps you
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performed to install the Tanium Server and remote Module Server.

3. Import Tanium solution modules: see Tanium Core Platform User Guide: Manage Tanium modules. In
an HA deployment, perform this task through the Tanium Console of each Tanium Server. Successful
imports indicate that all the Tanium Servers can connect to content.tanium.com.
Note: The import process installs the actual modules onto the Module Server that all Tanium
Servers share, but installs the module workbenches on the Tanium Server.
4. Verify that you can deploy Tanium Clients to the Tanium Core Platform servers and that the clients
register and reply to questions.
a. Use the Tanium Client Management service to deploy Tanium Clients to the Tanium Core Platform
servers. For the procedure, see Tanium Client Management User Guide.
b. Use Interact to issue the question Get Computer Name and Tanium Server Name from
all machines.
Verify that the Question Results grid shows replies from all the Tanium Core Platform servers.
Also verify that Tanium Clients have registered with the correct Tanium Server or Tanium Zone
Server, as specified in the Tanium Server Name column.
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c. Review recent Tanium Client registration details at Administration > Management > Client
Status.
Successful registration indicates the Tanium Clients installed correctly and can communicate
with the Tanium Server or Zone Server.

5. (HA deployments only) Verify that all the Tanium Servers in the HA cluster can download packages with
URL-specified files when such a package is created or imported. Distribute Application Management
Tools is an example of a package with URL-specified files.
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a. From the Main menu, go to Administration > Content > Packages.
b. Select the row for Distribute Application Management Tools and click Status.
c. Verify that all the Tanium Servers in the HA cluster downloaded and cached the files.

6. (HA deployments only) Create a new package and specify a locally uploaded file: see Tanium Console
User Guide: Create a package. After you save the package, wait a moment for HA synchronization to
occur, and then verify that all the Tanium Servers in the HA cluster downloaded and cached the files.
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If verification fails, see Troubleshoot server installation issues on page 60.

© 2021 Tanium Inc. All Rights Reserved

Page 54

Best Practice: After verifying that your deployment is in a functional state, consider planning regular
backups as part of your disaster recovery plan. See Back up Tanium Core Platform servers and
databases on page 56.
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Troubleshooting the deployment
This chapter covers procedures, settings, and logs that you can use to troubleshoot issues relating to the
installation or upgrade of Tanium Core Platform servers.

Basic tips
l

l

l

l

Contact Tanium Support on page 62 to verify that the Tanium™ software version is a recommended
version.
Ensure all Tanium Core Platform components are the same version. For example, make sure all have
build number 7.4.4.1362.
Ensure your environment meets the host system and network requirements: see Requirements on page
14.
Review any error messages reported to the user interface (see Tanium Core Platform Deployment
Reference Guide: Tanium Console error log) or installation log file (see Tanium Core Platform
Deployment Reference Guide: Logs).

Back up Tanium Core Platform servers and databases
Back up the Tanium Core Platform servers and Tanium databases so that you can restore your deployment
to a known functional state in case of issues. For example, a system failure might make the host system of
the Tanium Server unrecoverable.

Best practices for backups
The following are standard guidelines for backups. Your backup strategy might differ based on the specific
needs of your organization.
l

Define a disaster recovery (DR) plan early during the initial deployment phase. Define specific restore time
objectives (RTO) and restore point objectives (RPO), which affect how frequently you back up your
deployment.
l RPO: The expected point of recovery. For example, an RPO of 1 day means recovery point within 24
hours of the time of failure.
l

RTO: The amount of downtime that is acceptable to recover the system.

Best Practice: Tanium data, such as question result strings, change frequently. Therefore,
back up your deployment daily to ensure that you do not lose the latest state that critical
operations require.
l

Back up your deployment before any major changes, including upgrades to Tanium Core Platform servers
or migrations to new servers.
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l

Archive, secure, and manage copies of the pki.db file (see Back up the root keys) and the
SSL/TLS certificate and key files (see Tanium Core Platform Deployment Reference Guide: Securing
Tanium Console, API, and Module Server access) according to the security policies of your organization
as you would any other system-level security and credential files.

Back up the servers and database
1. Copy the installation directories for Tanium Core Platform servers and their associated databases to a
secure location. Ensure that you can access the backup location in the event that a disaster makes the
server hosts inaccessible.
The following are the default installation directories for Tanium Core Platform servers:
Table 12: Default installation directories for Tanium Core Platform servers
Target Server

Installation directory

1Tanium

\Program Files\Tanium\Tanium Server

Server

Tanium Module Server

\Program Files\Tanium\Tanium Module Server
\Program Files\Tanium\Tanium Module Postgres

2Tanium

Zone Server

\Program Files (x86)\Tanium\Tanium ZoneServer

3Tanium

Zone Server

\Program Files (x86)\Tanium\Tanium ZoneServer

Hub
1 Back

up this directory on each Tanium Server in an active-active deployment. You might also have to copy the Tanium Server
Downloads directory if it was moved out of the installation directory using the instructions in the KB article Relocate Downloads
Directory.
2 Backing up

the Zone Server and hub is not essential because their data comes from the Tanium Server. After restoring from backups,
you would have to re-establish trust between a Tanium Server and Zone Server anyway. To recreate the Zone Server and hub, you can
also reinstall them.
3 The

Zone Server Hub can be on the same host as the Tanium Server or on a dedicated host.
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2. Back up the Windows registry keys for the Tanium Core Platform:
a. Open the Windows Registry Editor.
b. Navigate to the Tanium registry key, right click the Tanium registry key, and select Export.

c. Set the Save in field to the backup location, enter a backup File name, and click Save.
3. Back up the tanium and tanium_archive databases.
To automate Microsoft SQL (MSSQL) database backups, see the Microsoft SQL documentation.
To manually back up an MSSQL database through Microsoft SQL Server Management Studio:
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a. Navigate to the database in the Object Explorer.
b. Right-click the database name, select Tasks > Back Up, and follow the prompts.

Contact Tanium Support on page 62 for the steps to back up Tanium databases on a PostgreSQL
server.

Common errors and solutions
The following table lists errors that you might encounter when installing or upgrading Tanium Core
Platform servers, as well as recommended troubleshooting steps:
Table 13: Common deployment errors and solutions
Error

Troubleshooting steps

Failed access messages

If you encounter failed access messages when running an installer, examine the permissions for the signed
in user: see Tanium Console User Guide: View effective permissions.

Failed connections

Use standard tools like ping and traceroute to verify basic connectivity. If those checks fail, work with
your network administrator to diagnose. If those pass, it might be a digital key problem or firewall issue.

Tanium Console is unavailable

Check the status of the Tanium databases on the database server. Also check the status of the Tanium
Server service and, if necessary, restart it. You can find the Tanium Server service in the Windows
Services program.
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Table 13: Common deployment errors and solutions (continued)
Error

Troubleshooting steps

Installation verification fails

If you encounter verification failures while performing the steps under Verifying the Tanium Core Platform
deployment on page 50, see Troubleshoot server installation issues on page 60.

Disk space depletion due to file
caching

If the cache that the Zone Server or Zone Server Hub uses for Tanium Client content consumes too much
disk space, you can limit the cache size. The cached content includes package files for actions and files
requested through the Tanium Client API.
If the hub is installed on the Tanium Server host, the hub cache is unnecessary. After upgrading to Tanium
Core Platform 7.4 or later from an earlier release, you can delete the hub cache to clear space.
For the procedures, see Manage caching on the Zone Server and Zone Server Hub on page 39.

Troubleshoot server installation issues
After you install Tanium Core Platform servers, perform the steps under Verifying the Tanium Core Platform
deployment on page 50 to confirm that the installations succeeded. If verification fails, perform the
following steps:
1. Check the status of the Windows service for the Tanium Server, Zone Server, Zone Server Hub, Module
Server, and Tanium Client. Start any services that are not started. You can find the services in the Windows
Services program.
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2. Check the Windows Registry on each server for typos or missing values: see Tanium Core Platform
Deployment Reference Guide: Settings.

3. Test connectivity from the Zone Server Hub to the Zone Server and from the Module Server to the Tanium
Server. You can use whatever utility you like to test connectivity. The following example shows how to use
Portqry at the CLI of the Zone Server Hub host to verify whether the Zone Server is listening on a specified
port.
c:\> portqry -n zs1.tam.local -p tcp -e 17472
Querying target system called:
zs1.tam.local
Attempting to resolve name to IP address...
Name resolved to 10.10.10.15
querying...
TCP port 17472 (unknown service): LISTENING
c:\>

If you can reach the server and get an answer (LISTENING), then basic connectivity is not the issue. If
you cannot reach the server, you might need to work with your network and security administrators
to resolve the issue.
4. Verify that the server FQDNs resolve to an IP address through DNS. The preceding step uses Portqry as an
example to show DNS resolution. You can also use nslookup at the CLI, as follows.
c:\> nslookup <server_FQDN>
Server: Unknown
Address: 10.10.10.10
Name: <server_FQDN>
Address: 10.10.10.15
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If DNS resolution fails, work with your network administrator to resolve it. If DNS resolution is not
possible, you can reconfigure the connection settings using IP addresses instead of FQDNs.
5. If the preceding steps do not resolve the issue, generate logs as follows and then contact Tanium Support
(see Contact Tanium Support on page 62).
a. Set the log verbosity level to 41 on the Tanium Client (see Tanium Client User Guide: Tanium
Client settings) and on the Zone Server, Zone Server Hub, Module Server, and Tanium Server (see
Tanium Core Platform Deployment Reference Guide: Settings).
b. Reproduce the issue by re-asking the question you used to verify the deployment.
c. Examine both the server and Tanium Client logs. Tanium Support can also analyze the logs.

Windows Registry
Many settings for Tanium Core Platform servers are added to the Windows Registry when you install the
servers. If you encounter issues with an installation, you can review the registry entries for typos. For
descriptions of the registry settings, see Tanium Core Platform Deployment Reference Guide: Settings.
Note: Proxy server-related keys have entries only if you configured a proxy server. For details, see
Tanium Console User Guide: Configuring proxy server settings.

Logs
Examine the following logs to troubleshoot issues. For details about the log locations and contents, see
Tanium Core Platform logs.
Table 14: Tanium Core Platform logs
Log file

Description

Install.log

The server installation log file indicates which actions completed successfully and which failed when
installing a Tanium Core Platform server.

log<#>.txt

The TDownloader logs might help you troubleshoot when importing Tanium content packs and solution
modules or downloading updates to package files.

auth<#>.txt

The authentication logs might help you troubleshoot issues when accessing the Tanium Console.

module-history<#>.txt

The module-history logs might help you troubleshoot issues when Tanium solution modules execute
plugins

Contact Tanium Support
Tanium Support is your first contact for assistance with preparing for and performing an installation or
upgrade, as well as verifying and troubleshooting the initial deployment.
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If you require further assistance from Tanium Support, please be sure to include version information for
Tanium Core Platform components and specific details on dependencies, such as the host system hardware
and OS details and database server version. Sign into https://support.tanium.com and submit a new ticket
or send Tanium Support an email at support@tanium.com.

Uninstall Tanium
Uninstall the Tanium Core Platform
If you no longer want to use the Tanium Core Platform, or you want to clean up completely before
reinstalling:
1. Uninstall the Tanium Core Platform servers: Tanium Server, Tanium Module Server, Tanium Zone Server,
and Tanium Zone Server Hub. The order in which you uninstall the servers does not matter.
2. Remove the Tanium databases (tanium and tanium_archive) from the database server.

Uninstall a Tanium Core Platform server
1. Open the Windows Control Panel and use the Uninstall a program feature to uninstall a Tanium Core
Platform server.
The Windows program invokes the Tanium uninstaller, which stops and removes the Tanium service
associated with the server and deletes Windows Registry entries (except the top entry for Tanium).
Completely wiping the installation requires the following manual tasks that the installer does not
perform.
2. In the Windows Registry, go to HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\ and delete
Tanium.
3. In Windows Explorer, go to the Tanium installation location and delete the Tanium directory.
4. Empty the Windows Recycle Bin.

Remove Tanium databases
Sign into the database server as a database administrator and delete the tanium and tanium.archive
databases.
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Uninstall a Tanium module or Tanium Client
For information about uninstalling a Tanium solution module or Tanium Client, see the user guide for that
product:
l

Tanium Client:
l Tanium Client on Windows
l

Tanium Client on macOS

l

Tanium Client on Linux

l

Tanium Client on Solaris

l

Tanium Client on AIX

l

Asset

l

Client Management

l

Comply

l

Connect

l

Deploy

l

Direct Connect

l

Discover

l

Endpoint Configuration

l

End-User Notifications

l

Enforce
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l

Health Check

l

Impact

l

Incident Response: Not applicable

l

Integrity Monitor

l

Interact

l

Map

l

Network Quarantine

l

Patch

l

Performance

l

Protect

l

Reputation

l

Reveal

l

Threat Response

l

Trends
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Upgrading Tanium Core Platform servers
Supported upgrade paths
Path

Notes

7.4.x to 7.4.x

Minor upgrade. Contact Tanium Support on page 62 for guidance and caveats.

7.3.x to 7.4.x

Major upgrade. In 7.4 or later, you must enable trust between Tanium Servers in a high availability (HA)
deployment and among Tanium Servers, Zone Servers, and Zone Server Hubs. For fresh installations, you must
download and deploy an initialization file to Zone Servers, Zone Server Hubs, and Tanium Client 7.4 to enable
TLS communication with the Tanium Server.

7.2.x to 7.4.x
7.1.x to 7.4.x

Major upgrade. In 7.2 or later, the Tanium Server installer creates the TLS certificate and cryptographic keys
necessary to enable TLS connections to it. In addition, the Module Server installer can automatically register
(create certificates and registry entries) the Module Server with the Tanium Server. To support this registration
during upgrade, you must install the Tanium Server first so that it has the communication capabilities to accept
the registration request from the Module Server.

7.0.x to 7.4.x

Major upgrade. In 7.1, RBAC replaces system roles. Make sure you understand RBAC and are ready to assign roles
to users before you upgrade.

6.5.x to 7.4.x

Major upgrade. In 7.0 and later, the Tanium Console user interface (UI) differs from the earlier UI. The best
practice is to upgrade your lab deployment first and verify that you can perform your key tasks with the new 7.x
user interface before upgrading your production deployment.

Server upgrade overview
The maintenance window for upgrading Tanium Core Platform servers is usually under an hour. To avoid
unexpected issues, all servers must run the same software version. As a best practice, complete the upgrade
for all the servers in the same maintenance window. If you have a high availability (HA) cluster, complete
the upgrade for both Tanium Servers in the same window.
If you do not need to change the server host names, SSL/TLS certificates, or key files, you can simply run
the Tanium Core Platform installers to replace the existing installation with updated files, and upload the
new license file (if any) to the installation directory on the Tanium Servers (see Managing the Tanium
license).
In some cases, you might want to take the opportunity to change server host names or install new SSL/TLS
certificates and keys (for example, if the existing ones are due to expire). If so, the upgrade experience is
similar to the initial installation and has similar prerequisite steps. If you change the server host names, you
must reconfigure the Tanium Client on endpoints so they can communicate with the servers.
The upgrade procedures in this guide assume your host and network environment meets the initial
installation requirements (see Requirements on page 14).
The settings that you manage through the Tanium Console are saved to the Tanium database. Therefore,
any customizations that you saved in your existing deployment persist through the upgrade.
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Before you begin
Perform the following tasks before upgrading:
l

l

l

l
l

l

Read the release notes for all of the Tanium Core Platform software versions that were released after
your current version to stay informed about expected behavior.
Make sure the current deployment is working as expected, including all Tanium Core Platform servers and
solutions.

Upgrading Tanium Core Platform servers on page 66 if you plan to change the Tanium Server hostname.
Tanium Support needs the new hostname when creating a Tanium license for you.
Obtain the installers (.exe files) and new license file from Tanium Support.
A normal upgrade does not require you to restore from backups, but backups can save you work if you
encounter issues and want to restore the system to a known functional state. See Back up Tanium Core
Platform servers and databases on page 56.
Under ordinary circumstances, the installer for each Tanium Core Platform server stops the associated
Tanium service, updates the software, and restarts the service. In deployments with an exceptionally large
amount of data, stopping a service might take an exceptionally long time, and the installer might abort
the installation before the service properly shuts down. As a best practice to avoid this, use the Windows
Services program to stop the Tanium Core Platform services in the following order before starting the
upgrade:
o Tanium Zone Server
o

Tanium Zone Server Hub

o

Tanium Module Server

o

(HA deployment only) Non-primary Tanium Server

o

Primary (HA) or standalone (non-HA) Tanium Server

Order of upgrade
You must upgrade Tanium Core Platform servers in the following order:
1. Tanium Servers (primary and non-primary servers in HA deployments)
2. Module Server
3. Zone Server Hub
4. Zone Server

Upgrade the Tanium Server
When you upgrade, the Tanium™ Server installer takes the following actions:
l

Stops the Tanium Server service.

l

Installs Tanium Server software and Tanium Console UI components.

l

Updates the Windows registry with the values you specify in the interactive installation wizard.

© 2021 Tanium Inc. All Rights Reserved

Page 67

l

Updates the Tanium databases on the remote database server and re-initializes the database tables in
those databases.

l

Opens required ports in the local host computer Windows Firewall.

l

Starts the Tanium Server service.

IMPORTANT: The Windows Secondary Login service (seclogon) must have its Startup type set to
Automatic or Manual, not Disabled, or else the Tanium database installation will fail.

Note: In an upgrade of a production deployment, the installer detects from the Windows Registry
that the Tanium Module Server is not installed locally, so it does not attempt to upgrade it or start
the Tanium Module Server service.

Upgrade a standalone (non-HA) or primary (HA) Tanium Server
1. Sign into the host system as a local administrator or domain user with administrator permissions.
2. Copy the installer (SetupServer.exe) and license files to a temporary location on the host computer.
3. If you have new SSL/TLS certificate and key files, copy them to the host computer so you can select them
when you run the installer.
4. Right-click SetupServer.exe and select Run as administrator.
5. Complete the installation wizard. Consider the following:
l Select Custom Install, not Express Install. When you select Custom Install, the installer prompts
you for each setting and populates the wizard form with the values extant in the present
installation. This gives you a chance to review the current installation and replace the certificate
and license files, if necessary, or change other installation settings. When you select Express
Install, the installer uses the existing values but does not give you an opportunity to review or
change them.
l
l

On the License Configuration page, be sure to select the new license file if appropriate.
If the server has new SSL/TLS certificate and key files, use the Certificate Path and Key Path to
select them; otherwise, use the values that the installer populates.

Upgrade a secondary (HA) Tanium Server
1. Sign into the host system as a local administrator or domain user with administrator permissions.
2. Copy the installer (SetupServer.exe) and license files to a temporary location on the host computer.
3. If you updated the SSL/TLS certificate and key files, copy the following files from the Tanium Server
installation directory on the primary host to the installation directory on the non-primary host:
l SOAPServer.crt
l

SOAPServer.key

l

tanium.license
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IMPORTANT: Always follow your organization's best practices for securely copying
sensitive files, such as the Tanium Server SOAPServer.key file. For example, use
GNU Privacy Guard (GPG) to encrypt the files before copying and then decrypt when
they are in place on the target server.
4. Right-click SetupServer.exe and select Run as administrator.
5. Complete the installation wizard. Consider the following:
l Select the Custom installation type, not Express. When you select Custom , the installer prompts
you for each setting and populates the wizard form with the values extant in the present
installation. This gives you a chance to review the current installation and replace the certificate
and license files, if necessary, or change other installation settings. When you select Express, the
installer uses the existing values but does not give you an opportunity to review or change them.
l
l

l

On the License Configuration page, be sure to select the new license file if appropriate.
If the server has new SSL/TLS certificate and key files, use the SSL Certificate and Key controls to
select them; otherwise, retain the values that the installer populated.
After upgrading the Tanium Module Server, you must manually register it with the non-primary
Tanium Server (see the last step under Upgrade the Tanium Module Server on page 70).

6. If you upgraded to Tanium Core Platform 7.4 or later from an earlier release, you must enable trust
between the Tanium Server HA peers: see Tanium Console User Guide: Managing Tanium Server trust.

Upgrade the Tanium Module Server
When you upgrade, the Tanium™ Module Server installer takes the following actions:
l

Stops the Tanium Module Server service.

l

Updates Tanium Module Server software.

l

Updates the Windows registry with the values you specify in the interactive installation wizard.

l

Initiates registration with the primary (HA) or standalone Tanium Server (if selected).

l

Opens required ports in the local host computer Windows Firewall.

l

Starts the Tanium Module Server service.

Before you begin
When you first upgrade to the latest release, the best practice is to automatically register the Module Server
with the primary (HA) or standalone Tanium Server. Ensure the following prerequisites are met and take the
following actions:
l

l

Make sure your network security administrator has configured network firewall rules to allow
communication between Tanium Server and Tanium Module Server on TCP port 17477.

Go to the Windows Registry HKEY_LOCAL_
MACHINE\SOFTWARE\Wow6432Node\Tanium\Tanium Server and clear the setting for the
Module Server. (Clear the value 127.0.0.1.)
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Upgrade the Tanium Module Server
1. Sign into the Tanium Module Server host system as an administrator user.
2. Copy the installer (SetupModuleServer.exe) to a temporary location on the host computer.
3. If the Tanium Module Server has new certificate and public key files, copy them to a temporary location
on the Tanium Module Server host computer so you can select them when you run the installer.
4. Right-click SetupModuleServer.exe and select Run as administrator.
5. Complete the installation wizard. Consider these points:
l If the Tanium Module Server has a new certificate and key, use the Use Existing Certificate and
Key controls to select them.
l

l

If the Tanium Server has a new certificate, use the Register with the Tanium Server or Manually
specify Tanium Server certificate controls to select it. In an HA deployment, register with the
primary Tanium Server.
If you do not use automatic registration, or if registration fails, see Install the Tanium Module
Server and manually register with the Tanium Server on page 31 for post-installer steps you
must do manually to complete registration.

6. (HA only) Access the CLI of the Module Server host and run the following commands to register with the
non-primary Tanium Server.
cmd-prompt>cd <Module Server>
cmd-prompt>TaniumModuleServer register <Tanium_Server_FQDN>
Enter administrator username: <username>
Enter password for user '<username>':
Successfully completed registration.

For information about using the CLI, see Tanium Core Platform Deployment Reference Guide:
Command-line interface.
Note: You typically only need to perform registration one time when you first upgrade to the
latest release. You only need to re-register if you change the Tanium Server or Module Server
certificates.

Upgrade the Tanium Zone Server
Tanium™ Zone Server software is installed on the Zone Server Hub (a host computer in the internal
network, typically the Tanium Server host computer) and on one or more dedicated Zone Server host
computers in the DMZ. Upgrade both types of servers.
When you upgrade, the Tanium Zone Server installer takes the following actions:
l

Stops the Tanium Zone Server service.

l

Updates Tanium Zone Server software.

l

Updates the Windows registry with the values you specify in the interactive installation wizard.
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l

Opens required ports in the local host computer Windows Firewall.

l

Starts the Tanium Zone Server service.

Upgrade the Zone Server Hub
1. Sign into the Tanium Server host system as an administrator user.
2. Copy the installer (SetupZoneServer.exe) to a temporary location.
3. Right-click SetupZoneServer.exe and select Run as administrator.
4. Complete the installation wizard.

Upgrade the dedicated Zone Server
1. Sign into the Tanium Zone Server host system as an administrator user.
2. Copy the installer (SetupZoneServer.exe) to a temporary location.
3. Right-click SetupZoneServer.exe and select Run as administrator.
4. Complete the installation wizard.

Enable trust and configure mappings among servers
If you upgraded to Tanium Core Platform 7.4 or later from an earlier release, you must enable trust between
each Tanium Server and Zone Server Hub so that they can communicate. You must also map each Zone
Server to a hub so that only trusted Zone Servers communicate with hubs. For the procedures, see Tanium
Console User Guide: Managing Zone Servers and hubs.

Verify the servers upgrade
1. Open the Tanium Console URL.
2. Sign in as a user with the Administrator role.
The Tanium Console opens to the home page, which displays any errors that occurred during the
Module Server upgrade.
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3. From the Main menu, go to Administration > Management > Client Status to review recent Tanium
Client registration details and verify that clients are registering as expected.

If verification fails, see Troubleshooting the deployment on page 56.
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Reference: Host system resource guidelines
You can use the following guidelines to estimate host system requirements for Tanium Core Platform
servers. Exact requirements vary based on dynamic usage factors, such as the Tanium modules that you use
and the number of managed endpoints. Because usage differs among customers, the requirements listed in
the following tables are based on representative data from numerous deployments ranging in size from
under 1,000 to over 500,000 managed endpoints.

Tanium Server host system
Operating system support
The Tanium Server supports the Standard, Enterprise, and Datacenter editions of the following Windows
Server platforms. The Tanium Server does not support the Server Core or Nano Server options.
l

Windows Server 2019

l

Windows Server 2016

l

Windows Server 2012 R2

l

Windows Server 2012

Resource requirements
Use the following table to determine the device type (physical or virtual) and resources that the Tanium
Server host requires. The columns indicate the total number of endpoints that are deployed. In a high
availability (HA) deployment, both Tanium Servers must meet or exceed the requirements for the total
number of endpoints that your deployment targets. That means each server must be able to independently
handle load from the full deployment in the event of failure.
Table 15: Tanium Server resource requirements
Specification

Up to 10,000

Up to 35,000

Up to 75,000

Up to 150,000

Up to 500,000¹

Server device type

Physical or virtual

Physical or virtual

Physical²

Physical²

Physical²

CPU cores³

8

16

24

40

80

Memory

32 GB

48 GB

96 GB

256 GB

512 GB

Disk Space⁴

250 GB

400 GB

750 GB

1.5 TB

3 TB

¹ The Tanium Core Platform supports over one million endpoints. Contact Tanium Support on page 62 for the resource specifications of
deployments with over 500,000 endpoints.
² Tanium strongly recommends that the host system have 10Gb network cards with chipsets from Intel for deployments with over 70,000
endpoints.
³ Calculate CPU cores based on only the physical cores from allocated CPUs, not the logical cores available with hyper-threading enabled.
⁴ Total space for Microsoft OS and Tanium Server. If you use Tanium™ Patch, the Tanium Server needs an additional 500 GB of disk space to
store and manage patches. If you use Tanium™ Deploy, the Tanium Server needs additional disk space greater than or equal to twice the
Deploy software library storage.
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Tanium Module Server host system
Operating system support
The Module Server supports the Standard, Enterprise, and Datacenter editions of the following Windows
Server platforms. The Module Server does not support the Server Core or Nano Server options.
l

Windows Server 2019

l

Windows Server 2016

l

Windows Server 2012 R2

l

Windows Server 2012

Resource requirements
Use the following table to determine the device type (physical or virtual) and resources that the Module
Server host requires. The columns indicate the total number of endpoints that are deployed.
Table 16: Module Server resource requirements
Specification

Up to 10,000

Up to 35,000

Up to 75,000

Up to 150,000

Up to 500,000¹

Server device type

Physical or virtual

Physical or virtual

Physical² or virtual

Physical² or virtual

Physical² or virtual

CPU cores³

8

16

24

40

80

Memory

32 GB

48 GB

96 GB

256 GB

512 GB

Disk space

150 GB

150 GB

150 GB

200 GB

300 GB

¹ The Tanium Core Platform supports over one million endpoints. Contact Tanium Support on page 62 for the resource specifications of
deployments with over 500,000 endpoints.
² Tanium strongly recommends that the host system have 10Gb network cards with chipsets from Intel for deployments with over 70,000
endpoints.
³ Calculate CPU cores based on only the physical cores from allocated CPUs, not the logical cores available with hyper-threading enabled.

Tanium Zone Server host system
Operating system support
The Zone Server supports the Standard, Enterprise, and Datacenter editions of the following Windows
Server platforms. The Zone Server does not support the Server Core or Nano Server options.
l

Windows Server 2019

l

Windows Server 2016

l

Windows Server 2012 R2

l

Windows Server 2012
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Resource requirements
Use the following table to determine the device type (physical or virtual) and resources that the Zone Server
host requires. The columns indicate the number of endpoints that report through the Zone Server. In a
Zone Server HA deployment, provision each Zone Server to independently handle load for the cluster in
case one HA peer fails.
Table 17: Tanium Zone Server resource requirements
Specification

Up to 10,000

Up to 35,000

Up to 75,000

Up to 150,000

Up to 500,000¹

Server device type

Physical or virtual

Physical or virtual

Physical²

Physical²

Physical²

CPU cores³

8

16

24

40

80

Memory

16 GB

24 GB

48 GB

128 GB

256 GB

Disk space⁴

250 GB

400 GB

750 GB

1.5 TB

3 TB

¹ The Tanium Core Platform supports over one million endpoints. Contact Tanium Support on page 62 for the resource specifications of
deployments with over 500,000 endpoints.
² Tanium strongly recommends that the host system have 10Gb network cards with chipsets from Intel for deployments with over 70,000
endpoints.
³ Calculate CPU cores based on only the physical cores from allocated CPUs, not the logical cores available with hyper-threading enabled.
⁴ Total space for Microsoft OS and Zone Server. If you use Tanium Patch, the Zone Server needs an additional 500 GB of disk space to store and
manage patches. If you use Tanium Deploy, the Zone Server needs additional disk space greater than or equal to twice the Deploy software
library storage.

PostgreSQL server host system
Contact Tanium Support on page 62 for guidance on host computer specifications and PostgreSQL server
version specifications.

SQL server host system
Operating system support
You can install the SQL server on Standard, Enterprise, and Datacenter editions of the following Windows
Server platforms. The Server Core and Nano Server options are not supported.
l

Windows Server 2019

l

Windows Server 2016

l

Windows Server 2012 R2

l

Windows Server 2012

The Tanium database server supports the following Microsoft SQL Server versions:
l

SQL Server 2019 (validated for use only with Tanium Core Platform 7.2 or later)

l

SQL Server 2017 (validated for use only with Tanium Core Platform 7.2 or later)

l

SQL Server 2016
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l

SQL Server 2014

l

SQL Server 2012

Use the following table to determine SQL server host and version specifications. The columns indicate the
total number of endpoints that are deployed.
Table 18: Database server operating system support
Edition

Up to 500

Up to 10,000

Up to 35,000

Up to 75,000

Up to 150,000

Up to 500,000¹

Express²
Standard
Business
Intelligence
Enterprise
¹ The Tanium Core Platform supports over one million endpoints. Contact Tanium Support on page 62 for the resource specifications of
deployments with over 500,000 endpoints.
² Proof-of-concept deployments only.

Resource requirements
Use the following table to determine the device type (physical or virtual) and resources that the SQL server
host requires. The specifications are for Tanium Core Platform 7.0 or later. The columns indicate the total
number of endpoints that are deployed.
Table 19: SQL server resource requirements
Specification

Up to 10,000

Up to 35,000

Up to 75,000

Up to 150,000

Up to 500,000¹

Server device type

Physical or virtual

Physical or virtual

Physical²

Physical²

Physical²

CPU cores³

4

8

10

16

32

Memory

8 GB

16 GB

24 GB

32 GB

48 GB

Disk space⁴

150 GB

200 GB

300 GB

500 GB

750 GB

Database size

20 GB

75 GB

150 GB

300 GB

500 GB

Disk array IOPS

100

150

250

500

1000

¹ The Tanium Core Platform supports over one million endpoints. Contact Tanium Support on page 62 for the resource specifications of
deployments with over 500,000 endpoints.
² Tanium strongly recommends that the host system have 10Gb network cards with chipsets from Intel for deployments with over 70,000
endpoints.
³ Calculate CPU cores based on only the physical cores from allocated CPUs, not the logical cores available with hyper-threading enabled.
⁴ Total space for Microsoft OS and SQL Server. Microsoft recommends that the disk space available for memory dumps be at least three times
the amount of installed RAM. The required disk space for the OS and SQL Server accounts for the size of the OS, the size of the swap file, and
the space required for memory dumps.
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Most organizations achieve optimal performance using a single, internal RAID array when Microsoft SQL
Server transaction logging is set to Simple. If you plan to enable Full transaction logging, you might have to
provision an external RAID array to manage the transaction logs.
To determine the specific disk drive performance characteristics and RAID configuration necessary to
support deployments of different sizes, see Table 19 for the minimum input and output operations per
second (IOPS) that the database server requires. Using IOPS as the performance measurement enables
internal storage administrators or storage vendors the flexibility to recommend a final disk configuration to
provide optimal performance at the least cost.
The results reported from each managed endpoint use an average of about 20 MB of data. However, storage
requirements are directly related to platform usage patterns. Unless actual measurements confirm that the
underlying disk infrastructure provides the minimum acceptable performance, the best practice is to not
use a storage attached network (SAN) for the Tanium application server databases.
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March 4, 2021

Updated for DOC-2423.

February 9, 2021

Released Platform 7.4.4.1362.

February 8, 2021

Updated server sizing metrics in the Requirements chapter.

February 3, 2021

Updated the Tanium Module Serve sizing guidelines.

January 28, 2021

Updated title page to show Tanium logo.

January 25, 2021

Added steps to back up Tanium keys in the Windows registry.

December 23, 2020

Updated for PLATDOCS-733.

December 8, 2020

Updated for PLATDOCS-687

November 20, 2020

Updated for DOC-2194, DOC-2145, DOC-2178.

November 2, 2020

Released Tanium Core Platform 7.4.4.1250.

October 29, 2020

Added a table listing links to the module guides for module-specific Tanium Core Platform server
requirements.

October 13, 2020

Released Platform 7.4.4.1226.

July 16, 2020

Republished for Platform 7.4.3.1242 and Console 1.4.3.0135.

June 30, 2020

Republished for TaaS GA release.

June 24, 2020

Removed the On Prem / TaaS toggle buttons from the navigation pane.

June 23, 2020

Removed support for Tanium Client 7.4.3.1204.

June 16, 2020

Republished for Platform 7.4.3 release.

June 9, 2020

Added support for Tanium Client 7.4.2.2073.

May 14, 2020

Updated for Interact 2.1.5 release.

May 12, 2020

Updated for 7.4.2.2063 release.

April 15, 2020

Updated for DOC-1544 and DOC-1500.

April 7, 2020

Updated for PLATDOCS-506

April 2, 2020

Updated content pack names: Initial Content packs become Default Content and Core Content.

March 31, 2020

Updated for PLATDOCS-406 (Tanium Client Management GA release) and support for Tanium Client
7.2.314.3632)

February 25, 2020

Released 7.4.2 (common module import feature).

February 6, 2020

Released 7.4 GA for the Tanium Client.
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January 28, 2020

Released 7.4 GA for Tanium Core Platform servers.

November 15, 2019

Republished for 7.4 Limited Availability release.

November 12, 2019

Updated for PLATDOCS-359.

October 9, 2019

Updated for PLATDOCS-346, PLATDOCS-343, PLATDOCS-315, PLATDOCS-357, DOC-1170, DOC-1113, DOC-940,
DOC-1199, DOC-1253.

August 20, 2019

Updated for Tanium Client 7.2.314.3584 (RHEL 8.x support) and PLATDOCS-214.

July 9, 2019

Changed example build number to 7.3.314.4103.

July 2, 2019

Updated for 7.3-Next.

April 23, 2019

Further updates for PLATDOCS-124 and added diagrams for proxy server and SAML deployments.

April 18, 2019

Updated for PLATDOCS-124: moved reference information to the new Tanium Core Platform Deployment
Reference Guide.

February 22, 2019

Removed "Other Versions" section from all pages; only current version is available as HTML.

February 5, 2019

Updated for Tanium Core Platform 7.3.314.3641.

December 18, 2018

Updated for DOC-767, DOC-697, PLATDOCS-148, DOC-842, DOC-837, PLATDOCS-125, PLATDOCS-117, DOC778, DOC-830, DOC-826, DOC-756, DOC-789, DOC-791, PLATDOCS-160.

November 6, 2018

Updated for 7.2 backport release.

October 24, 2018

Update for PLATDOCS-133 (macOS 10.14 Mojave support)

October 22, 2018

Updated mentions of 7.3 GA version and updated illustrations and screenshots.

September 21, 2018

Correction for PLATDOCS-110.

September 18, 2018

Published version 7.3.

September 7, 2018

Update for DOC-751

August 30, 2018

Update for DOC-697

August 22, 2018

Updates for DOC-696, DOC-700, DOC-722, DOC-731.

July 31, 2018

Updated “Reference: Host system sizing guidelines” for PLATDOCS-95.

July 27, 2018

Updated Installing Tanium Zone Server for DOC-673.

July 19, 2018

Updated Server Address field for Zone Server and added Amazon Linux AMI 2018.03 for client support.

July 17, 2018

Update for 7.2.314.3246 release.

June 21, 2018

Update to say, for Zone Server Interactive Login permissions are required when you run the installer
(installation or upgrade). Interactive Login can be revoked afterwards.

June 12, 2018

Update for 7.2.314.3235 release.

June 7, 2018

Remove Rekall URL for list of URLs accessed by Tanium. IR Memory no longer downloads Rekall. Added
table of links to solution module doc for folder and process exclusions. Added emphasis to not require
encryption for inbound connections until you are sure all of your endpoints are TLS enabled.
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May 22, 2018

Added section to state support for Tanium in cloud service environments.

May 16, 2018

Added Microsoft SQL Server 2017 to the list of supported database platforms.

May 8, 2018

Updated for the 7.2.314.3181 release. The installer for Tanium Server has changed. The option to reset the
Tanium database has been removed. An option to install (or not) a local Module Server has been added.

April 30, 2018

Clarifications on Tanium Server service account requirements, Zone Server installation, and activestandby for Module Server (not supported on Windows). Also, added links to uninstall topics in solution
module guides.

April 11, 2018

Added note to Module Server registration CLI example that you must specify the port if the Tanium
Console has been configured to use a non-standard port.

March 27, 2018

Updated supported client OS tables to show support for Oracle Enterprise Linux 5.

March 19, 2018

Added TaniumExecWrapper.exe to list of Tanium processes to exclude from host-based security rules on
endpoints to which Tanium Client is deployed.

March 5, 2018

Removed note to add 127.0.0.1 to Trusted Host List. This is not necessary. Trust is built-in.

February 27, 2018

Note to add 127.0.0.1 to Trusted Host List. In 7.2, the Client API sends download requests to 127.0.0.1.
Clarified that Tanium Client 7.2 is not supported on Ubuntu 10.04. Also fixed reported typos.

February 20, 2018

Minor update for 7.2.314.3071 GA release. Clarified that both the Module Server and Tanium Server must
be available when you run the registration CLI command. Also added a note to look for module uninstall
procedures in the module user guide.

February 14, 2018

Removed "and license" from step 2 of "Run the installer". Only the Tanium Server requires a license.

February 12, 2018

Clarified changed requirements for SSL certificate chaining in 7.2. Instead of chaining, the TMS module
server registration performed by the installer uses certificate pinning to make it easier to deploy. Also,
added a "before you begin" reminder to exclude Tanium processes from host-based security policies.

February 9, 2018

Added http://*.digicert.com to the list of URLs that must be accessible to Tanium Server.

February 7, 2018

Updated Module Server installation documentation to include the names of the self-signed certificate and
key files.

February 6, 2018

7.2.314.2962 GA release.

January 16, 2018

Better description in summary table of upgrade to 7.2, including emphasis that order of upgrade matters
because of Module Server registration.

December 21, 2017

Added export commodity classification.

December 18, 2017

Initial 7.2.314.2831 release.

December 1, 2017

Clarified the point about reimporting solution modules after the upgrade to 7.1.314.3214.

November 13, 2017

Added step in HA chapter on importing solution modules on both Tanium Console instances.

November 6, 2017

Branding look-and-feel update (PDF).

November 2, 2017

Updated the upgrade procedures for version 7.1.314.3214.

October 31, 2017

Branding look-and-feel update (HTML).
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October 24, 2017

In the "verification" chapter, updated Tanium™ Client Deployment Tool (CDT) procedures. The CDT and
Tanium Clients can no longer be downloaded from content.tanium.com.

September 14, 2017

Removed a note in the HA chapter that the order in which you import modules determines how they are
ordered in the Tanium Console navigation menu. In 7.0 and later, Interact is first, followed by other
modules in alphabetical order.

August 24, 2017

Added URL for IR Memory to the Internet URLs list. Also, update for latest capitalization style for user
documentation.

August 15, 2017

Updated verification topics to show most recent Tanium CDT.

July 31, 2017

Clarification to CDT port requirements.

July 20, 2017

Added section "HA configuration notes" to HA installation chapter.

July 10, 2017

Corrected a passage in Zone Server installation.
Added instruction to stop and start Tanium solution module services when replacing an SSL certificate on
the Module Server.
Added note that Interactive Logon is required during installation of Tanium Server.

June 30, 2017

Revisions to produce HTML versions of 7.1 and 7.0.

June 9, 2017

Minor update to smart card topic. Added requirement to check on MITM proxies to prerequisites topic.

May 16, 2017

Added entries in supported endpoint OS table for Tanium Client 6.0.314.1579.

May 12, 2017

Initial 7.1 release.
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