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Map overview
With Map, you can identify the components of your applications and services, and view
relationships between the applications and the endpoints on which they are running. With
this knowledge, you can make your applications more resilient and know the impact before
taking endpoints down for maintenance.

Application dependency mapping

In Map, a business application is a logical grouping of software, devices, and network
traffic. You can create an application map to show a visual representation of the
dependencies between these components.

For example, you might have a three-tier web application that consists of a database server,
web service, and other software. A set of clients access this application over the network.
By defining the components of this application, you can visualize which servers run the
application code and which endpoints are accessing the application. You can change the
map to include or exclude servers or end-user computers. As a result, you might find that a
critical part of the application is running on an endpoint that is not maintained as a server,
or that unexpected clients are trying to access the application.

Endpoint mapping

With an endpoint map, you can create a map that consists of a set of IP addresses. By
viewing details in an endpoint map, you can see the processes that are running on specific
endpoints and the business applications that depend on a specific endpoint.

Application resiliency

By identifying application dependencies, endpoints, infrastructure, and utilization, you can
better identify single points of failure, capacity planning problems, and inefficient use of IT.

If a specific endpoint needs maintenance, for example, you can understand all of the
applications that outage might affect.

To investigate an outage, you can create multiple maps from different time periods and
compare them to determine what changed.

This documentationmay provide access to or information about content, products (including hardware and software), and services provided by third
parties (“Third Party Items”).With respect to suchThird Party Items, Tanium Inc. and its affiliates (i) are not responsible for such items, and expressly
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disclaim all warranties and liability of any kind related to suchThird Party Items and (ii) will not be responsible for any loss, costs, or damages incurred
due to your access to or use of suchThird Party Items unless expressly set forth otherwise in an applicable agreement between you and Tanium.

Further, this documentationdoes not require or contemplate the use of or combinationwith Taniumproducts with any particular Third Party Items and
neither Taniumnor its affiliates shall have any responsibility for any infringement of intellectual property rights caused by any such combination. You, and
not Tanium, are responsible for determining that any combinationof Third Party Itemswith Taniumproducts is appropriate and will not cause infringement
of any third party intellectual property rights.
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Getting started
1. Install Tanium Map. For more information, see Installing Map on page 13.

2. Create applications. For more information, see Defining applications on page 16.

3. Create maps. For more information, see Creating maps on page 22.

4. Explore map data. For more information, see Exploring map data on page 25.



©2020 Tanium Inc. All Rights Reserved Page 9

Map requirements
Review the requirements before you install and use Map.

Tanium dependencies

In addition to a license for the Map product module, make sure that your environment also
meets the following requirements.

Component Requirement

Tanium™ Core
Platform

l 7.2.314.2831 or later

l 7.3.314.3420 or later

l 7.4.1.1939 or later

Tanium™ Client For more information about specific Tanium Client versions, see Tanium
Client Deployment Guide: Client host system requirements.

One of the following 7.2 Tanium Client versions is required as a
minimum:

l 7.2.314.3476 and later with the exception of 7.2.314.3518 (Linux,
MacOS*, Windows)

l 7.2.314.3608 (MacOS 10.15.x and later)

* = MacOS earlier than 10.15.x Catalina

7.4.1.1955 and later clients are supported on Map 2.0.1 and later.

If you use a client version that is not listed, certain product features
might not be available, or stability issues can occur that can only be
resolved by upgrading to one of the listed client versions.

Tanium™ Module Server

Map is installed and runs as a service on the Module Server host computer. The impact on
the Module Server is minimal and depends on usage.

https://docs.tanium.com/client/client/requirements.html#Client_host_system_requirements
https://docs.tanium.com/client/client/requirements.html#Client_host_system_requirements
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Endpoints

Supported operating systems

The following endpoint operating systems are supported with Map. Map uses the Tanium™
Client Recorder Extension to gather data from endpoints.

Operating
System

Version

Windows l Windows 7 or later

l Windows Server 2008 R2 or later

l Windows XP and Windows Server 2003 are not supported

macOS Same as Tanium Client support. See Tanium Client User Guide: Host system
requirements.

Linux Same as Tanium Client support. See Tanium Client User Guide: Host system
requirements.

For Linux endpoints:

l Install the most recent stable version of the audit daemon and audispd-plugins.
For information on deprecated parameters in the audit daemon configuration, see
Tanium Client Recorder Extension User Guide. See the specific operating system
documentation for instructions.

l Be aware that when using immutable "-e 2" mode, the Linux recorder adds
Tanium audit rules in front of the immutable flag. When using the -e 2 flag on
Linux, the endpoint must be restarted after the recorder is enabled.

Disk space requirements

Up to 1 GB of free disk space might be required for the Map database.

Host and network security requirements

Specific processes are needed to run Map on the Tanium Module Server and endpoints.

Security exclusions

If security software is in use in the environment to monitor and block unknown host system
processes, your security administrator must create exclusions to allow the Tanium
processes to run without interference.

https://docs.tanium.com/client/client/requirements.html#Client_host_system_requirements
https://docs.tanium.com/client/client/requirements.html#Client_host_system_requirements
https://docs.tanium.com/client/client/requirements.html#Client_host_system_requirements
https://docs.tanium.com/client/client/requirements.html#Client_host_system_requirements
https://docs.tanium.com/recorder/recorder/index.html


©2020 Tanium Inc. All Rights Reserved Page 11

Target Device Process

Module Server <Tanium Module Server>\services\map-
service\node.exe

Endpoints (all OS) <Tanium Client>\Python27\TPython.exe (7.2.x clients)

<Tanium Client>\Python38\TPython.exe (7.4.x clients)

<Tanium Client>\Python38\*.dll (7.4.x clients)

<Tanium Client>\TaniumCX.exe

Endpoints (Linux) <Tanium Client>/Tools/Trace/recorder

Endpoints (macOS) <Tanium Client>/Tools/Trace/TaniumRecorder

Table 1: Map security exclusions

User role requirements

Privilege Map Administrator Map
User

Map Read
Only User

Map Module Read

Read access to the Map module,
including viewing maps and
application definitions

Map Module Write

Write access to the Map module,
including the creation and editing
of maps and application definitions

Map Settings Write

Write access to global settings in
the Map module

Table 2: Map user role permissions
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Privilege Map Administrator Map
User

Map Read
Only User

Map Application Read

Read access to application
definition

1 1 1

Map Application Write

Write access to application
definition

1 1

Map Map Read

Read access to maps and map
definitions

1 1 1

Map Map Write

Write access to maps and map
definitions

1 1

1 Denotes a provided permission.
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Installing Map
Use the Tanium Solutions page to install Map and choose either automatic or manual
configuration:

l Automatic configuration with default settings (Tanium Core Platform 7.4.2 or later
only): Map is installed with any required dependencies and other selected products.
After installation, the Tanium Server automatically configures the recommended
default settings. This option is the best practice for most deployments. For more
information about the automatic configuration for Map, see Import and configure
Map with default settings on page 13.

l Manual configuration with custom settings: After installing Map, you must manually
configure required settings. Select this option only if Map requires settings that differ
from the recommended default settings. For more information, see Import and
configure Map with custom settings on page 14.

Before you begin

l Read the release notes.

l Review the Map requirements on page 9.

Import and configure Map with default settings

When you import Map with automatic configuration, the following default settings are
configured:

l The Map service account is set to the account that you used to import the module.

l The Map action group is set to the computer group All Computers.

l The Map tools deploy to endpoints and begin recording network events after
configuration.

To import Map and configure default settings, be sure to select the Apply Tanium
recommended configurations check box while performing the steps in Tanium Console
User Guide: Manage Tanium modules. After the import, verify that the correct version is
installed: see Verify Map version on page 14.

https://kb.tanium.com/Category:Tanium_Map
https://docs.tanium.com/platform_user/platform_user/console_solutions.html#manage_Tanium_modules
https://docs.tanium.com/platform_user/platform_user/console_solutions.html#manage_Tanium_modules
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Import and configure Map with custom settings

To import Map without automatically configuring default settings, be sure to clear the
Apply Tanium recommended configurations check box while performing the steps in
Tanium Console User Guide: Manage Tanium modules. After the import, verify that the
correct version is installed: see Verify Map version on page 14.

Configure service account

The service account is a user that runs several background processes for Map. This user
requires Tanium Administrator role.

For more information about Map permissions, see User role requirements on page 11.

1. From the Main menu, click Map to open the MapHome page.

2. Click Settings and open the Service Account tab.

3. Update the service account settings and click Save.

Configure Map action group

1. From the Main menu, click Actions > Scheduled Actions.

2. In the list of action groups, click Tanium Map.

3. Click Edit, select computer groups to include in the action group, and click Save.

Initialize endpoints

From the Map Home page, click Initialize Endpoints to install the Map tools on the
endpoints and start the Map service.

Note: After deploying the tools for the first time, endpoints can take up to four hours
to display status.

Upgrade Map

For the steps to upgrade Map, see Tanium Console User Guide: Manage Tanium modules.
After the upgrade, verify that the correct version is installed: see Verify Map version on page
14.

Verify Map version

After you import or upgrade Map, verify that the correct version is installed:

https://docs.tanium.com/platform_user/platform_user/console_solutions.html#manage_Tanium_modules
https://docs.tanium.com/platform_user/platform_user/console_solutions.html#manage_Tanium_modules
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1. Refresh your browser.

2. From the Main menu, click Map to open the Map Home page.

3. To display version information, click Info .

What to do next

See Getting started on page 8 for more information about using Map.
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Defining applications
A business application is a collection of software components. You can create a business
application by selecting a predefined application from the application gallery, or by
defining your own application processes and ports.

Explore the application gallery

The application gallery includes a set of commonly-defined application definitions. You can
import these definitions as an application in your environment and modify them as
necessary.

1. From the Map menu, click Applications > Application Gallery.

2. To import an application, click Import and provide your user account information.

3. An application is created that contains the definition. To edit the application, go to
Applications > Defined Applications.

Create application

1. From the Map menu, click Applications. Click New Application.

2. Enter a name and description for the application.
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3. Define software packages. The software packages that you define are known
components of the business application. For example, if you have a web application
that consists of a front end, database, and client, add packages for each of these
pieces. The packages are combined with the OR operator, so any package in the list
that returns true causes the application to be found on an endpoint. Click Add
Package.

4. Define rules. Each software package contains a set of rules that define processes,
ports, and optional file paths. If the package consists of multiple processes or files,
you can add more rules. Click New Rule > Process or New Rule > File. You might need
to define ports or command line arguments for specific web applications. For file
paths, you must specify a process name and path to the file in Windows or Linux
style. If your package contains files on both Windows and Linux systems, add multiple
rules to cover different paths.

Package rules are combined with an AND operator. All rules must return true for the
package to be considered found on an endpoint.

5. Click Save. After you click Save, the endpoints should have the update within 1-2
minutes.
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Discover single processes

Use application discovery to identify running processes on your endpoints and add those
processes to applications.

Tip: By default, application discovery queries seven days of historical data. To change
this default, go to Settings , then click the Application Discovery tab. Edit the
Discovery Time Range setting.

1. From the Map menu, click Applications > Application Discovery.

2. (Optional) You can define a minimum and maximum number of connections. A
process must have a number of connections between these two values to be
displayed in the list of discovered processes.

3. To find the processes that are currently running on the endpoints, click Discover
Processes.

4. Add processes to applications.

l To add a single process to a new or existing application, hover on the row of
the process and click Add to application.

l To add several processes to an existing application, select the processes, then
click Actions > Add to existing application.
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l To move a process from the Identified tab to the Archived tab, hover on the
process in the row and click Archive. Archive processes that are not a critical
part of any business applications, such as web browsers or other client-based
applications.

5. If you want to check for processes that are not already defined as part of an
application in Map, select only Not Defined in Applications.

Discover connected processes

From a single identified process, you can explore the connections in the network to identify
related processes and endpoints. The resulting information can then be used as input for a
new application definition.

1. After running process discovery, hover on the row of the process and click Discover
Connected Processes.

2. A list of endpoints that are connected to the process is displayed. If you want to find
more processes that use the selected process, increase the Discovery Depth setting.

Select at an initial endpoint from which to find processes and click Continue.

3. The discovery runs, showing each phase and tier of the process discovery.
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4. Click Create Application. An application creation page displays the processes that
were found by the discovery process.

5. Save the application.
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Edit application

When you edit an application, all maps that reference that application are affected.

1. From the Map menu, click Applications. Click the name of the application that you
want to edit.

2. Before you update the application, review the list of maps that reference this
application. All these maps are affected by the updates.

3. Click Edit.

4. Click Save. After you click Save, the endpoints should have the update within 1-2
minutes.

Export application definition

You can export an application definition as a JSON file to back up the information or to
import it into another Tanium Server.

1. From the Map menu, click Applications. Click the name of the application that you
want to export.

2. Click Export. The JSON file for the application definition downloads to your local
downloads folder.

Import application definition

You can import an application definition JSON file.

1. From the Map menu, click Applications.

2. Click Import. Browse to the JSON file that contains the application definition and
click Import.
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Creating maps
A map is a set of parameters that are used to generate a saved question. The Tanium
Clients return information about application components and connections on managed
endpoints over the specified time period.

You can create maps spontaneously as part of an investigation, or as a part of an audit
routine.

Create an application map

An application map displays an end-to-end map of nodes, both managed and unmanaged,
that constitute an application or multiple applications.

By tracking application maps over time, you can quickly identify changes that caused any
outages. You could create maps for different time frames, and compare the results.

Before you begin, you must have an application for which you want to create a map. See
Defining applications on page 16.

1. From the Map menu, click Maps. Click New Application Map.

2. Add target applications to the map. Click Add Application and then choose the
application that you want to map. You can add multiple applications to the map.

3. Configure additional filters. These filters are applied to the data that is used to
generate the map, and include the date range, minimum connections required to add
an inferred endpoint, and computer group. You can also indicate a default Group By
setting. If you want to filter on one of the Group by settings, you can create a dynamic
filter after the map is created. See Filter maps on page 33.

4. Click Generate. Click View Current Results to view the map as the data loads. During
the data loading, the panel data is updated intermittently and you might not see all
user interface functions. A percentage of the data load is displayed under the map
name.

Create an endpoint map

An endpoint map returns connections, applications, and raw processes that are associated
with one or more IP addresses. You might create an endpoint map if you are planning to
take an endpoint offline and you want to see precisely which applications could be
impacted.
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Remember that because IP addresses can be dynamic, you might need to frequently update
your endpoint maps. Endpoint maps are meant to be a temporary visualization of your
environment.

Before you begin, you must have a list of IP addresses that you want to target for the map.
These IP addresses must resolve to endpoints that the Tanium Server manages. These
endpoints must have the Map tools installed. To get the Map tools installed on endpoints,
the endpoints must be in the Map action group. See Installing Map on page 13.

Create endpoint map

1. From the Map menu, click Maps. Click New Endpoint Map.

2. Add endpoint targets to the map. You can enter a semi-colon separated list of target
IPs or ranges.

3. Configure additional filters. These filters are applied to the data that is used to
generate the map, and include the date range, minimum connections required to add
an inferred endpoint, and computer group. You can also indicate a default Group By
setting. If you want to filter on one of the Group by settings, you can create a dynamic
filter after the map is created. See Filter maps on page 33.

4. Click Generate. Click View Current Results to view the map as the data loads. During
the data loading, the panel data is updated intermittently and you might not see all
user interface functions. A percentage of the data load is displayed under the map
name.

Add endpoints to an endpoint map

If you are in a map and see endpoints that you want to add to an endpoint map, you can
select a group of endpoints and click Actions > Add to Endpoint Map.
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Exploring map data
A map displays the endpoints that are associated with an application or set of defined IP
addresses. You can drill down to individual application components to see how an
application is dependent on each endpoint.

Explore maps

l Browse the map. Scroll to zoom. Click and drag in the white space behind the nodes
to move the entire map.

l Change the map grouping to reveal different types of patterns.

You can change the Group By setting to AD Domain, AD Organizational Unit, Chassis
Type, Domain Name, Operating System, Tanium Client Subnet, Time Zone, or Virtual
Platform. If a group consists of multiple categories, each category is displayed in a
different color.
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l Click a group to display a list of the endpoints in the group node. To visualize all of
the endpoints in the group, double click the group node.
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l Highlight endpoints in the map.

Select the endpoints from the list, then click Actions > Highlight in Map. This
selection keeps the entire list of endpoints displayed.

l Select endpoints in the map.
Select endpoints from the list, then click Actions > Select in Map. This selection
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displays only the selected endpoints in the list in the remaining view.

l Look at inferred nodes. Inferred nodes are computers or other network devices that
are communicating with your endpoints, but do not have the Tanium Client installed.
Click the Inferred nodes group in the map to view a list of IPs.

l Select inbound or outbound endpoints in the map.
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In the Endpoints tab, select an endpoint from the list, then click Actions > Select
Inbound Endpoints or Actions > Select Outbound Endpoints. For example, if you
select a client and then choose to display outbound endpoints, you can highlight the
server to which that client connects. This selection displays only the selected
endpoints in the list in the remaining view.

l Collapse expanded groups. Click Collapse All. To deselect nodes that you selected in
the map, click Deselect All.



©2020 Tanium Inc. All Rights Reserved Page 30

l Pin a node to a spot in the map so that it does not move when you move other nodes
around.
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To pin a node, click and drag the endpoint. A pin is displayed next to the node.
Click the pin to remove the pinned state.

View endpoint details

Drill down to a specific endpoint to see the applications and processes that are running on
that host. For example, if you are planning maintenance on an endpoint, you can see what
applications an outage might affect.

1. From an application map or endpoint map, double click an endpoint node.

2. Click the Connections tab. With the endpoint selected, this list shows a list of
outbound connections from this endpoint to other endpoint processes.

The process name, computer name, and IP address of each endpoint connection is
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displayed. To export detailed connection information, select items and go to
Actions > Export Endpoint and Connection Data.

3. Click the Applications tab. The list of applications comes from the defined
applications in Map.

4. Click the Processes tab. Review the list of processes. Expand a process section to view
more information, including the ports and full path.
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If you see that a process listed is a component of an application that you want to
map, select the process and click Actions. You can add the process to a new
application, existing application, or view the process in the map.

Filter maps

Simplify the map by filtering the contents. For example, you might want to focus on server-
type operating systems when you are looking at an application map to remove the users of
the application from the map.

1. In a map, expand the Filter Results section.
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2. Add filters. Click Add to create a filter rule that is at the same level as the selected
rule. If you create multiple rules, the rules are combined with an AND operator. When
you are done editing the filter, click Apply.

3. To remove the filter on the map, click Clear Filter.

Refresh map data

The Data Last Updated Field in the map shows the time that the data was last updated. If
you want to update the data in the map, click Refresh Data. The saved question is asked of
the endpoints again to populate the map. To view the results of the saved question that is
used to generate the map, click View Tanium Question Information .

Export endpoint and traffic data

You can export data from the map about the endpoints and traffic to a CSV file. The CSV file
contains information for all aspects of the map, including applications, computer name,
IP address and subnet, process name, connections, and operating system.

To export data for the entire map, click Export.

To export from a selection in the Endpoints, Applications, Processes, or Connections tab,
select the items and click Actions > Export Endpoint and Connection Data.
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Troubleshooting Map
To collect and send information to Tanium for troubleshooting, collect logs and other
relevant information.

Collect logs

You can save a Map troubleshooting package as a compressed ZIP file.

1. From the Map Home page, click Help , then the Troubleshooting tab.

2. Click Collect.

3. When the status shows as Collected, click Download . A map-support.
[timestamp].zip file downloads to the local download directory.

4. Attach the ZIP file to your Tanium Support case form or send it to your TAM.

Tanium Map maintains logging information in the Map.log file in the <Tanium Module
Server>/services/Map directory.

Capture map state

To send data about your maps to Tanium for troubleshooting, you can enable state
capture on the map. When enabled, you can get a JSON file to send to Tanium for
troubleshooting.

1. From the Map Home page, click Settings , then the Map Display tab.

2. Select Enable Map State Capture and save the settings.

3. When you open a map, click Capture to save and download information about the
map in a JSON file. This file is only useful for Tanium TAMs and development for
troubleshooting purposes.

View health of Map components

On the Map Home page, scroll to the Health section. Click Interact to view more specific
information. Consider contacting your TAM if any of the health status reports display a bad
state for more than a day.

Change size of endpoint database

By default, the endpoint database maximum size is 1 GB. To change the maximum size, go
to the Map Home page and click Settings . Update the Max Endpoint Database Size.
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Start or stop the recorder

You might need to manually start or stop the recorder. The recorder does not restart
automatically.

For example, if the database size or CPU usage limits are exceeded, the recorder is
automatically stopped. Resolve the underlying issue and restart the recorder. Or, if you find
that the recorder is using more system resources than expected, you can stop the recorder
and troubleshoot the issue.

1. Use a question to target the affected endpoints. For example, ask Get Map - Status

contains recorder from all machines.

2. Drill down to the specific endpoints.

3. To disable the recorder, deploy the Map - Disable Event Recording [Windows-Mac-
Linux] package as an action.

4. To enable the recorder again, deploy the Map - Enable Event Recording [Windows-
Mac-Linux] package as an action.

For more information, see the Tanium Console User Guide: Managing and creating
Packages or the Tanium Interact User Guide: Using Deploy Action.

Problem: Map data is not displaying

From the map, click Interact to view the results of the question that was used to
generate the map. Click Refresh Data to update the data that is showing in the map if
necessary.

Problem: Application discovery is taking a long time per tier

When you are running application discovery, a few nodes in each tier might take a long
time to respond. You can configure a timeout for application discovery time spent on each
tier.

1. From the Map Home page, click Settings , then the Application Discovery tab.

2. Edit the Discovery Timeout setting and save your changes.

Uninstall Map

1. From the Main menu, click Tanium Solutions.

2. Under Map, click Uninstall. Click Proceed with Uninstall to complete the process.

https://docs.tanium.com/platform_user/platform_user/authoring_packages.html
https://docs.tanium.com/platform_user/platform_user/authoring_packages.html
https://docs.tanium.com/interact/interact/results.html#Deploy_Action
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3. Remove Map Tools from your endpoints. To see which endpoints have the map tools
installed, ask the question: Get Computer Name and Map - Tools Version from

all machines with Map - Tools Version contains Package Installed. If you
want to clean the artifacts from your endpoints, contact your TAM.

4. A backup map-files folder gets created on the Module Server as part of the
uninstall process. You can keep or delete this folder. If any other Map artifacts remain
on your Module Server, contact your TAM.

5. Remove Map saved questions. You can remove saved questions that meet all the
following conditions:

l Owned by the service account you configured for Map

l AND the name of the saved question starts with Map

l AND is in the Map content set

6. Remove the Map scheduled actions:
l Map - Distribute Application Catalog [Windows]

l Map - Distribute Application Catalog [Mac]

l Map - Distribute Application Catalog [Linux]

l Map - Distribute Tools [Windows]

l Map - Distribute Tools [Mac]

l Map - Distribute Tools [Linux]

l Map - Distribute Update Endpoint Data [Windows]

l Map - Distribute Update Endpoint Data [Mac]

l Map - Distribute Update Endpoint Data [Linux]

7. Remove the Map action group. After the action group is empty, you can delete the
Tanium Map action group.
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